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Preface

Perhaps the best way to introduce a book about supply chain risk manage-
ment (SCRM) is to start with some real although not necessarily uplifting
stories. Each of the following occurred in the same week and year during a
December holiday season. The names of the companies involved have not
been changed to protect the innocent.

Guaranteed On-Time Delivery, Except When It’s Not. In its end-of-
year edition, Business Week magazine prominently featured a cover story
about how UPS was going to save Christmas. The magazine chronicled the
efforts of the man responsible for making sure all those packages ordered
just before Christmas would make their way under the tree in time.
Retailers such as Amazon guaranteed that orders placed by December 23
would arrive in time for the big day. This was going to be a defining
moment for supply chain managers and online retailers! A convergence of
events, however, ensured that Scrooge would have the final say.

What actually happened is a perfect storm that will be studied for
many years. While big shippers like Amazon claimed their innocence by
announcing that its shipments were given to UPS on time (failures from
risk events almost always feature blaming someone else), not enough
planes at UPS were available to move such a large number of packages,
creating huge bottlenecks.

So, what happened? More consumers than forecast shopped online
that holiday season, creating higher-than-anticipated demand. And, only
26 days separated Thanksgiving and Christmas, compared with 32 days
the previous year. A great deal of shopping was crammed into fewer shop-
ping days. It did not help that bad weather across much of the United States
during this period interrupted package delivery service. Bad weather had
a secondary effect of keeping consumers inside where they proceeded to
do to even more online shopping. And not surprisingly, many consumers
waited until the last minute to place their orders. Why not wait? Retailers
such as Amazon guaranteed delivery even though UPS has some fine
print stating that delivery is not guaranteed during peak holiday periods.
Unfortunately, UPS took a substantial hit to its earnings and reputation.

When Swiping Means Getting Swiped. Target Corp. announced that
40 million customer credit cards were in jeopardy because of a security

xiii
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breach at its point-of-sale store registers. A few days later Target admitted
that personal data for up to 70 million customers was also compromised.
The retailer told customers they should examine transactions made on
their credit and debit cards during a 19-day period and report any fraudu-
lent sales. Making matters worse, credit and debit card accounts stolen
during this period reportedly flooded underground black markets, going
on sale in batches of one million cards. A fraud analyst at a major bank
said his team purchased a portion of the customer accounts from an
online store advertised in cybercrime forums. The reporting of this secu-
rity breach coincided with a subsequent drop in Target’s sales, likely due
to a loss in customer confidence.

Shortly after the security breach Target, executives announced a set of
actions that cost some serious money

Target closed the access point that the criminals used and removed the
malware they left behind; hired a team of security experts to investigate
the security breach; communicated that its customers would have zero lia-
bility for any fraudulent charges arising from the breach; and offered one
year of free credit monitoring and identify theft protection to all custom-
ers. It’s no fun getting swiped.

Heavy Metal Hoarders. A report in The Wall Street Journal revealed
that banks, hedge funds, commodity merchants, and other investors were
hoarding tens of millions of tons of aluminum, copper, nickel, and zinc in
a system of hidden warehouses around the world. So what’s the big deal?
Once hidden in these warehouses, these metals are no longer tracked, mak-
ing accurate calculations of market supply, something that is needed to
determine commodity prices, next to impossible to determine. Producers
are bracing for wild swings in metals’ prices as speculators withhold data
to take advantage of pricing volatility. Market manipulation is likely as
metals are controlled by fewer and fewer hands whose interests are likely
not aligned with legitimate commodity users.!

Toss This Example. In an unfortunate case of how the Internet and
social media can place a company’s reputation at risk in the blink of an
eye, a home security video system captured a FedEx driver tossing a pack-
age onto a customer’s porch. This might have remained a local event except
for the fact that millions of people watched the uploaded video as it went
viral. Judging from the driver’s throwing technique he is likely the star of
his Frisbee golf team.

Welcome to the world of supply chain risk management. It is a world
where the end of your day might not be nearly as good as the start of your
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day. While the examples presented here caused problems at many levels,
and we do not want to diminish the harm that came to innocent bystanders,
they illustrate that what can happen in a typical week is not always all that
typical. As we will discuss, the supply chain world is becoming riskier rather
than safer. A survey used to calculate the Allianz Risk Barometer recently
concluded for the first time that supply chain risk is now the top concern of
global insurance providers. This reinforces our belief that a book about sup-
ply chain risk management is relevant and timely. So, how was your week?

I
SUPPLY CHAIN RISK MANAGEMENT THEMES

As we progress through this book, certain themes are revealed that under-
lie our view of supply chain risk management. These themes support the
basis for everything we present.

« The financial impact of supply chain disruptions can be deva-
stating but is often not understood until it is too late. Studies
show that, on average, if a publicly held company experiences a
moderate or higher risk event, it can expect a 7%-10% reduction
in shareholder value. And, approximately 30% of companies that
experience a major risk event are out of business within 24 months
of the event, and another 25% are out of business after three years.

« The supply chain management profession has become too comfort-
able with the deterministic models and tools developed over the
last 35 years. The relatively stable environment of the last 35 years
is no longer in existence, and deterministic tools such as forecasting
models and sales and operations planning (S&OP) processes have
never taken uncertainty into account. Unfortunately, global supply
chain growth has resulted in uncertainty, complexity, and risk grow-
ing in frequency and severity. The time has come to utilize probabi-
listic tools that take into account uncertainty in order to manage risk.

« SCRM is an evolving discipline and will remain so for the foresee-
able future. To be successful in a new global environment, becoming
a risk management leader demands mastering four stages of SCRM
excellence: visibility, predictability, resiliency, and sustainability.
These are part of something we call the 21st Century Supply Chain
Risk Maturity Model.
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Supply chain strategies driven primarily by cost management
and delivery improvements are no longer comprehensive enough.
The time has come to make supply chain risk assessments part of the
supply chain planning process. Today these risk assessments are still
unfortunately more of an afterthought.

Showing a hard return on investment for risk management initia-
tives is a difficult sell. How do you justify an investment for manag-
ing something as vague as a potential risk event? Our view is that
traditional financial models are proving to be inadequate when eval-
uating risk management investments.

Social media is the new risk wild card. A brand built over 50 years
can come under attack with a tweet (regardless of whether the tweet
is true or not). A negative video on YouTube can go viral in minutes.
Social media can amplify the outcome from risk events that may
have previously been localized.

The risk ledger has two sides. One side of the risk ledger is the neg-
ative side of risk. The other side of the ledger, however, represents
opportunity management. It is the upside of risk, as someone’s risk
is often another’s opportunity. Our focus, while recognizing both
sides of this ledger, will stress the downside of risk.

Supply chain risk is making it to the big leagues. Companies are
placing supply chain risk management verbiage in their 10K and
annual reports, something that was rare not too long ago. This illus-
trates how seriously supply chain risk is being taken at the corpo-
rate level. Unfortunately, it also shows how serious the impact can be
from supply chain disruptions.

Risk heroics must give way to risk prevention wherever possible.
Interviews with leading executives lead us to a clear conclusion.
Most companies are tired of responding, sometimes heroically,
when a risk event occurs. Increasingly these companies would like to
model, anticipate, and even prevent risk events from occurring. The
pendulum needs to shift from heroic responsiveness to proactive risk
prevention wherever possible. Constantly running around with your
hair on fire gets tiring.

We need to take a broader rather than narrower view of supply
chain risk management. As a concept, SCRM is similar to Lean
and Six Sigma. A narrow view of these concepts considers them
mainly as a set of tools and techniques. The broader view, and the
one endorsed throughput this book, is that SCRM, like Lean and Six
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Sigma, is supply chain-wide, affects an organization’s culture, and
can have a positive or negative strategic impact.

 Supply chain risk is increasing, not decreasing. With globaliza-
tion expanding at a remarkable rate over the last 20 years, supply
chains have moved into areas where they’ve never operated. Thus,
uncertainty, complexity, and risk have grown exponentially. If any-
one claims that supply chain risk is decreasing in terms of impact
and concern, ask to see their evidence. We will show an abundance
of evidence to indicate the contrary.

ORGANIZATION OF THIS BOOK

This book is organized into four sections. The first section sets the stage
by positioning our understanding of supply chain risk management.
Chapter 1 explains the important concepts and terminology that appear
throughout this book. The second chapter provides an overview of the
“as is” state of SCRM, an overview that reveals that while most manag-
ers appreciate the importance and danger of risk, few organizations are
prepared for this new environment. Chapter 3 recognizes that achieving
excellence in any area, including risk management, does not happen simply
because a company announces its desire for excellence. It also highlights a
set of enablers that provide the foundation for effective risk management.

The second section of this book presents a traditional but still important
view of SCRM. Here, we address strategic risk (Chapter 4), hazard risk
(Chapter 5), financial risk (Chapter 6), and operational risk (Chapter 7).
These chapters will describe many approaches for addressing risk within
these four categories.

Section IIT dives into the emerging discipline called supply chain risk
management. Chapter 8 addresses fraud, corruption, theft, and coun-
terfeiting; while Chapter 9 presents a set of emerging risk management
frameworks. This is followed by two leading-edge topics—using probabi-
listic models to understand risk (Chapter 10), and using analytics to pre-
dict the future (Chapter 11). Chapter 12 presents an emerging set of risk
management tools, techniques, and approaches that are broader than what
we typically associate currently with risk management. The important
topic of risk measurement appears in Chapter 13, and Chapter 14 presents
an overview of companies that are well respected in terms of their risk
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management capabilities. The final section of the book consists of a single
chapter that provides a forward-looking perspective in terms of SCRM.
This chapter also includes a set of steps for moving a company’s risk man-
agement agenda forward.

This book also includes an appendix, which presents a risk self-
assessment tool that will provide value far beyond the cost of this book.
We also provide a web address for free access to this tool.

Although this book is not a novel, we recommend reading the chapters
in the sequence they are presented. Rest assured, however, that moving out
of sequence will not get anyone in too much trouble.

CONCLUDING THOUGHTS

As we proceed, it is important to keep in mind that risk management
capabilities are often relative, which the following narrative illustrates:
The CEOs of two competing companies are walking through the woods
when they come upon a very large and ornery bear. As the bear roars men-
acingly, one CEO drops quickly to his knee and begins to tighten his shoe-
laces. The other CEO says, “What are you doing? You can’t outrun that
bear!” The first CEO replies, “I don’t have to outrun that bear. I only have
to outrun you!”

Often in business we only have to run a bit faster than our competitors.
The same is true in risk management. While we would always like to antic-
ipate and then prevent risk from happening, when risk events do occur,
being faster, flexible, and more responsive than others can make a world
of difference. A primary objective of this book is to understand within the
domain of supply chain risk management how to run a bit faster and bet-
ter than the others. Let the journey begin!

ENDNOTE

1. Shumsky, Tatyana. “Heavy Metal Lurks in the Shadows” The Wall Street Journal,
December 27, 2013: C1.
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Supply Chain Risk Management
Setting the Stage

Floods, earthquakes, tsunamis, tornadoes, and billowing clouds of ash
from obscure volcanoes all share something in common. Over the last sev-
eral years these events have been featured prominently in the news—and
each has had the inevitable effect of disrupting the supply chains of entire
industries. But these kinds of disruptions were not on the minds of Astellas
Pharma executives when thieves stole a trailer from a truck stop containing
$10 million of the company’s pharmaceutical products. What followed was
a lesson in supply chain risk that felt like a swift punch in the gut.

When the accountants had completed their final tabulations, they found
that the stolen products represented only a fraction of the losses suffered
by Astellas. Based on a recommendation from the U.S. Food and Drug
Administration, the company contacted every party in its supply chain,
ranging from wholesalers to hospitals, warning them of the stolen drugs.
As a preventive measure the company withdrew from the marketplace all
drugs with the same lot numbers as those that were stolen. Some of the sto-
len pharmaceuticals required strict climate control, something the thieves
(who were eventually caught) were not too concerned about, making a
return of these products a necessity. The loss of this trailer eventually cost
the company $47 million, wiping out a large chunk of its North American
profit for that quarter.!

Welcome to the sometimes unpleasant world of supply chain risk man-
agement. This chapter starts our journey into this evolving discipline by
setting the stage for important concepts that appear throughout this book.
We begin by providing various definitions and perspectives of this thing
called risk. Next, we present reasons why a focus on supply chain risk
management has become a necessity rather than a luxury. This is followed
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by an explanation of various risk terms and concepts, a categorization of
risk, and a presentation of generic risk management approaches.

THE CONCEPT OF RISK AND RISK MANAGEMENT

A logical place to start is to explain what we mean by risk, particularly
since this concept can be defined in various ways. One common perspec-
tive simply says that risk is a situation involving exposure to danger or
loss. Another perspective takes this a step further by adding that risk is the
probability or threat of damage, injury, liability, loss, or other negative
occurrences that are caused by external or internal vulnerabilities and
that may be avoided through preemptive action.? Another view states that
risk is the effect of uncertainty on objectives. Risk can also be viewed,
at least partly, as the inability to capitalize on an opportunity. For our
purposes we define risk as the probability of realizing an unintended or
unwanted consequence that leads to an undesirable outcome such as loss,
injury, harm, or missed opportunity. Warren Buffet once observed that
risk comes from not knowing what you are doing.

Most risk observers believe that when a risk becomes a reality, something
bad usually happens. Not surprisingly, supply chain managers almost
always look at risk in terms of something to be avoided. And to say that
most supply chain managers are generally risk averse would be an under-
statement. Conversely, entrepreneurs look at risk through a different lens.
They view risk in terms of upside opportunities and missed opportunities
when failing to act. To those individuals, creative risk taking is essential
to any goal where the stakes are high. Thoughtless risks are destructive,
of course, but perhaps even more wasteful is thoughtless caution, which
prompts inaction and promotes failure to seize an opportunity.?

Aswath Damodaran, a professor at New York University, writes that
every major advance that civilizations have made involves someone will-
ing to take a risk by challenging the status quo. He further states that the
most successful firms in any industry actively seek out and exploit risk to
their own advantage.* He states, “Successful firms, over time, can attri-
bute their successes not to avoiding risk but to seeking out and taking
the “right” risks. This perspective views risk as an event or activity that
may have an impact on an organization’s ability to achieve its objectives
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or may cause a missed opportunity. The single-minded view that risk is
all about avoidance is, in his view, narrow and constraining. It can also be
quite paralyzing.

Damodaran’s review of risk supports three conclusions that align well
with the philosophy of this book. The first is that while some risk defini-
tions focus strictly on the probability of an event occurring, richer per-
spectives extend this to incorporate a valuation of the consequence of that
event. In other words, risk is multidimensional. Throughout this book we
will present techniques that consider probability and consequences and
model them accordingly. A second conclusion is that in some disciplines a
clear distinction is made between a risk and a threat. With this perspective
a threat is thought to be a lower probability event while risk is regarded as a
higher probability event. Finally, some definitions of risk focus only on
the downside of risk, whereas other perspectives are more expansive and
consider all variability as risk, including lost opportunities. A company
that has more demand for its products than what it is capable of producing
appears to have a welcome problem. In reality, the strains placed on that
company as it struggles to satisfy demand can affect customer satisfaction,
brand reputation, profitability, and even survival.

Each day every company and human being face risk situations. At the
individual level, did you drive a car or fly in a plane today? Did you cross
a busy street or share the road with cars while riding a bike? Did you eat
food at a restaurant where you did not see how the food was prepared? Did
you walk down a flight of stairs? Did you step into the shower? Do you have
money in the stock market? Did you take an exam without studying? If the
answer to even a few of these questions is yes, you have exposed yourself
to risk, just like everyone else on the planet. The challenge becomes one
of not allowing a fear of risk to paralyze us from pursuing opportunities
that are important to our personal and professional advancement. Risk is
something we need to manage.

Defining Enterprise Risk Management

It is important to differentiate between enterprise risk management
(ERM) and supply chain risk management (SCRM), distinctions that are
central to this book. Almost all corporate executives are aware of ERM, a
concept that has been around for decades. Using a definition developed by
the Aberdeen Group, ERM is
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the process for effective identification, assessment, and management of all
significant risks to an entity. This includes not only the traditional areas of
financial and hazard risk, but also larger operational and strategic risks.
ERM refers to the people, tools, systems, and structures that are part of a
broader framework of Governance, Risk, and Compliance.’

Chapter 9 will highlight several ERM frameworks, including the
then COSO (Committee of Sponsoring Organization of the Treadway
Commission) framework and the ISO (International Organization for
Standardization) standards relating to risk as well as Governance, Risk,
and Compliance.

Corporate executives have been concerned with enterprise risk for years,
particularly at publicly traded companies. The Securities and Exchange
Commission (SEC) requires publicly traded companies to identify the
material risks they face at the corporate level in Section 1A of their com-
pany’s 10-K report. Failure to identify these risks can result in claims by
shareholders that the company did not adequately warn them of potential
risks, which could present some liability to a company.

Risk identification within the 10-K reporting requirements is an impor-
tant part of the ERM process. Historically, the vast majority of risks iden-
tified in the 10-K report related to financial and legal risks. Operating and
other supply chain risks simply were not perceived as important enough
to be addressed at the ERM or 10-K level. Unfortunately, the world has
changed and, from a risk perspective, not for the better.

Table 1.1 identifies the enterprise risks identified in Apple’s 10-K report.
More than one third of the key risks identified by Apple have supply chain
connections or implications (those risks are designated with a check
mark); something that is becoming increasingly prevalent as supply chain
risks earn the dubious “honor” of making the enterprise risk list. While
supply chain managers have been asking for increased attention at the cor-
porate level for years, increasing the number of supply chain-related risks
on the 10-K report is probably not what they had in mind. Watch what
you wish for.

ERM is traditionally the responsibility of finance, treasury, insurance,
and legal groups at the corporate level. In fact, a survey by Accenture
revealed that at the corporate level, 98% of organizations have what they
consider to be a chief risk officer. And, according to Accenture, 96% of risk
management owners report to the CEO.® With that said, the chief risk offi-
cer is often a dual position. At General Motors, for example, the chief risk
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TABLE 1. 1
Apple Enterprise Risk Factors: 10-K Report

« Global economic conditions could materially adversely affect the company.

« Global markets for the company’s products and services are highly competitive and
subject to rapid technological change, and the company may be unable to compete
effectively in these markets.

v To remain competitive and stimulate customer demand, the company must
successfully manage frequent product introductions and transitions.

v The company faces substantial inventory and other asset risk in addition to purchase
commitment cancellation risk.

v Future operating results depend upon the company’s ability to obtain components in
sufficient quantities.

v The company depends on component and product manufacturing and logistical
services provided by outsourcing partners, many of whom are located outside of the
United States.

v The company relies on third-party intellectual property and digital content, which
may not be available to the company on commercially reasonable terms or at all.

« The company is frequently involved in intellectual property litigation and could be
found to have infringed on intellectual property rights.

« The company’s future performance depends in part on support from third-party
software developers.

v The company depends on the performance of distributors, carriers, and other
resellers.

v The company’s retail segment has required and will continue to require a substantial
investment and commitment of resources and is subject to numerous risks and
uncertainties.

« Investment in new business strategies and acquisitions could disrupt the company’s
ongoing business and present risks not originally contemplated.

v The company’s products and services may experience quality problems from time to
time that can result in decreased sales and operating margin.

« The company is subject to laws and regulations worldwide, changes to which could
increase the company’s costs and individually or in the aggregate adversely affect the
company’s business.

« The company’s success depends largely on the continued service and availability of
key personnel.

v The company’s business may be impacted by political events, war, terrorism, public
health issues, natural disasters, and other circumstances.

« The company’s business and reputation may be impacted by information technology
system failures or network disruptions.

« The company may be subject to breaches of its information technology systems,
which could damage business partner and customer relationships, curtail or
otherwise adversely impact access to online stores and services, and could subject the
company to significant reputational, financial, legal, and operational consequences.

continued
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TABLE 1. 1 (continued)
Apple Enterprise Risk Factors: 10-K Report

« The company’s business is subject to a variety of U.S. and international laws, rules,
policies, and other obligations regarding data protection.

« The company expects its quarterly revenue and operating results to fluctuate.

o The company’s stock price is subject to volatility.

v The company’s business is subject to the risks of international operations.

« The company is exposed to credit risk and fluctuations in the market values of its
investment portfolio.

v The company is exposed to credit risk on its trade accounts receivable, vendor
nontrade receivables, and prepayments related to long-term supply agreements, and
this risk is heightened during periods when economic conditions worsen.

« The company could be impacted by unfavorable results of legal proceedings.

« The company could be subject to changes in its tax rates, the adoption of new U.S. or
international tax legislation, or exposure to additional tax liabilities.

officer is also the company’s general auditor. At other companies the chief
risk officer may be the chief financial officer (CFO). And at some compa-
nies the chief risk officer may be part of the insurance group.

Defining Supply Chain Risk Management

Now that we have a working knowledge of ERM, what is supply chain
risk management (SCRM)? The definition partly reflects someone’s
professional discipline or where they reside in the supply chain. In the
information technology space, the National Institute for Standards and
Technology defines supply chain risk management as a “multidisciplinary
practice with a number of interconnected enterprise processes that, when
performed correctly, will help departments and agencies manage the risk
of using information technology products and services.”” MITRE, a pri-
vate, not-for-profit corporation that provides engineering and technical
services to the federal government, defines SCRM as “a discipline that
addresses the threats and vulnerabilities of commercially acquired infor-
mation and communications technologies within and used by government
information and weapon systems. Through SCRM, systems engineers can
minimize the risk to systems and their components obtained from sources
that are not trusted or identifiable as well as those that provide inferior
material or parts.”® A third perspective, and the one that most closely aligns
with our philosophy, says that supply chain risk management (SCRM) is
“the implementation of strategies to manage everyday and exceptional
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risks along the supply chain through continuous risk assessment with the
objective of reducing vulnerability and ensuring continuity.”

One way to view supply chain risk management is to think of it as the
intersection of supply chain management and risk management. One
thing we know about SCRM is that no standard definition exists. This is
one indicator that SCRM is still an evolving discipline. Risk is embedded
within so many business disciplines that it should come as no surprise that
different groups perceive this concept differently.

WHY FOCUS ON SUPPLY CHAIN RISK MANAGEMENT?

Anecdotal accounts of why supply chain risk management must become a
corporate concern are not hard to come by. In fact, we will present dozens
of examples that reveal the downside of risk. While natural disasters like
hurricanes and floods grab the headlines, the reality is that supply chains
face a whole range of risks that most observers believe only to be increasing.
A survey by American Productivity and Quality Center (APQC) revealed
that 75% of responding companies indicated they were hit by a major supply
chain disruption during the two-year period prior to the date of the survey.

A classic example of supply chain risk involves a fire that destroyed an
electronics supplier in New Mexico that supplied Nokia and Ericsson with
critical components for their phone businesses. The response to this risk
event shows the strategic implications of effective (or ineffective) risk man-
agement. Nokia’s ability to quickly secure components from other sources,
compared with Ericsson’s lack of preparation for responding to this event,
resulted in a dramatic industry shift. Ericsson’s supply disruption not only
cost the company several hundred million dollars in lost sales, but it essen-
tially ended the company’s position as a player in the growing wireless
phone business. Chapter 9 will investigate this example in greater detail.
Consider some other supply chain risk events:

o A U.S. producer of power tools was surprised to find that the Asian
supplier it contracted with to produce its lower-end products began
selling those products under its own label in Asia. The U.S. company
was further surprised to find that the supplier shared its product
designs with other Asian companies. The U.S. producer eventually
found itself competing in North America with its own products.
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« Some German thieves developed a creative way to steal freight on
highways. The thieves position a car in front of a truck to slow it down
while another car is positioned next to the truck to prevent it from
passing the car in front. Then, a third vehicle pulls up behind the
truck and at that point one of the gang members opens the back of
the truck to remove cargo. Thieves have used this method to steal
cargo more than 50 times.!

+ Nylon-12isa critical resin for producing fuel lines and other automo-
tive components. Unfortunately, the resin supply for the entire world
is essentially produced in a single facility in Germany. What is even
more unfortunate is the explosion that ripped through that plant,
taking out half of the world’s output in the blink of an eye. Within
hours automotive original equipment manufacturers (OEMs) had
established crisis management teams to scour the globe for new sup-
ply sources.

« Eight heavily armed thieves dressed as police and driving two police
vans with flashing lights drove through a hole in the perimeter fence
of the Brussels, Belgium, airport and onto a runway. In less than
five minutes the thieves opened a plane’s cargo door and unloaded
120 packages holding $50 million worth of polished and uncut
diamonds. The thieves escaped with the diamonds and are forever
embedded in criminal folklore.

We could go on, but you get the idea. Moving beyond anecdotal accounts,
an emphasis on supply chain risk management is necessary today because
supply chains face many factors that result in higher risk, more so than at
any time in modern history. Some of these risk factors are self-inflicted;
others are not. IBM researchers have identified a solid set of factors that
lead us to a clear conclusion—supply chains are becoming more, rather
than less, risky. Table 1.2 summarizes this important set of factors.

Other factors inadvertently expose a company to heightened supply
chain risk through unintended consequences. This includes just-in-time
delivery and lean systems that result in little to no buffer inventory; a trend
toward centralized decision making that may reduce response times and
flexibility at local levels; continuous cost reductions that may affect a com-
pany’s ability to plan and respond to risk events; greater use of single sourc-
ing, which often leaves a company with few supply options and higher
supplier switching costs; and widespread outsourcing, potentially leading
to a loss of supply chain control. Sometimes we are our own worst enemy.
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TABLE 1. 2
Factors That Make Supply Chains Riskier

« Increased globalization through outsourcing, which stretches end-to-end supply chains

« Additional regulatory compliance imposed by government entities, further
complicating international trade (such as C-TPAT and SEC conflict mineral
reporting requirements)

« Increased levels of economic uncertainty and market volatility, which create
additional variability in demand and supply and make it more difficult to
accomplish demand-supply planning

« Shorter product life cycles and rapid rates of technology change, which increase the
risk of inventory obsolescence

« Demanding customers that create additional time-to-market pressures by requiring
better on-time delivery, higher order fill rates, and improved service level efficiencies

« Supply side capacity constraints, making it more difficult to meet demand
requirements

« Natural disasters and external environmental events, which affect global supply
chains

« Complex networks of suppliers and third-party service providers, as well as large
interdependencies among multiple firms, which increase the need to coordinate risk

A study by the Aberdeen Group identified some good reasons why a
company should make SCRM an embedded part of its corporate culture.
First, a need to protect an organization’s brand and competitive advantage
is a strategic necessity. Risk events have a nasty way of affecting brand
value quickly. Simply think about how stories, whether they are true or
not, can impact the value of a brand. Next, the increasing volatility of
the global economic environment and markets is resulting in greater risk
exposure. Third, corporate mandates to institute and/or improve risk
management and governance programs are only going to increase. And, a
growing need to comply with new or changing regulatory requirements is
forcing a greater emphasis on risk management. Finally, constant pressure
to improve shareholder and customer confidence while trying to reduce
costs may result in actions that result in greater risk exposure, such as
searching for suppliers in untested emerging supply markets.

A range of surveys and studies conclude that supply chain risk is grow-
ing. To disregard what has become obvious is short-sighted and danger-
ous. We can easily cite source after source that concludes essentially the
same thing—supply chain risk and its impact on corporate performance
continues to grow. It would be challenging to argue that supply chains are,
on average, becoming less risky.
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Some SCRM Observations

Extensive experience and research enables us to make some observations
about the state of risk management. (Chapter 2 will provide a more in-
depth presentation of the “as is” state). Perhaps most importantly, most
observers have concluded that the potential impact of risk has increased
over the last 15 or 20 years. In one survey, almost 75% of risk managers say
that supply chain risk levels are higher than in 2005. More than 70% say
the financial impact of supply chain disruptions has also increased.!! And,
there is no question that supply markets have become more volatile. The
size of fluctuations in commodity prices has more than tripled since 2005
compared with the period of 1980-2005, based on International Monetary
Fund data. If you really think about this hard enough, you might just
get depressed.

We can also conclude that too many firms are not prepared to handle
the supply chain risks that may come their way, even though most manag-
ers understand that supply chain risk is a growing concern. While ERM
has been at the forefront for many companies, SCRM has been more of
an afterthought. A recent study revealed that for firms with less than
$500 million in annual revenue (which is the vast majority of companies),
only 25% take a proactive approach to risk management.!?

Another observation is that while many risk categorizations and topol-
ogies exist, a convergence appears to be happening around the key cat-
egories of supply chain risk—a convergence this book uses. Finally, as it
relates to mitigating or lessening the impact of risk events, we tend to see
the same set of standard approaches that fail to reflect bold or innova-
tive thinking. While “blocking and tackling” will always be important,
it is time to see a bit more creativity and sophistication within the SCRM
arena. Later chapters will look at some more advanced SCRM approaches.

Why Aren’t We Prepared for SCRM?

The reasons why so many firms are not prepared to manage supply chain
risk effectively are varied. We cannot ignore what is perhaps the most
likely reason of all—risk management has simply not been a part of the
supply chain domain. Why would we focus on something that is not con-
sidered all that relevant? It is easy to view the efforts put forth toward risk
planning as a big exercise in busy work. This may not be the kind of work
that gains personal recognition and promotions.
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A study by the Supply Chain Council (SCC) identified a set of barriers
that affect the practice of supply chain risk management. One barrier is
the tendency of senior management to focus on risk management only
during times of crisis, something that needs to shift from responsiveness
to prevention. A second barrier is that SCRM requires many functions to
cooperate, something that is challenging even on a good day. Third, the
study concluded that SCRM responsibilities are typically added to exist-
ing staff responsibilities. While everyone should be a risk management
stakeholder, adding responsibilities to existing duties clearly creates a
competition for resources, a competition that SCRM will often lose. Next,
the increasing complexity of products, divisions, regions, and supply
chains makes a coordinated SCRM effort more of a challenge. A final bar-
rier is that a partial effort to SCRM dilutes the perceived need for a real
and sustained risk management effort. A “close enough is good enough”
attitude toward SCRM often prevails. These barriers will clearly affect the
state of SCRM.

SOME IMPORTANT RISK CONCEPTS

A working knowledge of some important risk concepts is essential when
talking about SCRM, particularly since these concepts are mentioned
repeatedly throughout this book. We also do not want someone to appear
ill-informed when talking about risk management with others. Part of
understanding risk management is having a working knowledge of the
terms and concepts that populate this body of knowledge. The following
presents some important terms and concepts that will help you speak the
language of a risk manager.

Risk Event

An important distinction exists between risk and risk events. Every day
we face hundreds of risks with various probabilities attached to them
(although we rarely quantify those probabilities). But, and this is impor-
tant, a risk is relatively harmless until it happens. There is always a risk that
someone will fall off a roof when they are working on their house. Until
that person actually takes the plunge, the risk of falling remains simply a
risk. If the person falls, the risk is now a risk event. A risk event is simple
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to conceptualize—it is a risk that has become a reality. Formally defined,
a risk event is a discrete, specific occurrence that negatively affects a deci-
sion, plan, firm, or organism.!

Risk events are not only episodic, temporary occurrences. Risk events
can be continuous, particularly if they relate to operational performance
problems. Any supply chain performance problem that is ongoing pres-
ents continuous risk to multiple parties in a supply chain.

A word of caution is in order here. A tendency exists to identify a grab
bag of risk events and then label each event as a risk category. This is gen-
erally an unorganized way to approach risk management. Late supplier
deliveries or supplier quality problems might comprise two such catego-
ries even though they are risk events. Risk events should be organized and
placed into broader risk categories. In the supply chain space a number
of risks might relate to financial risks, for example, and therefore should
be placed under a financial risk category. Subcategories of financial risk
may then be developed that include supplier financial risk, working capital
risk, or currency risk. A later section will present risk typologies.

Risk Exposure and Vulnerability

Risk exposure involves the quantified potential for loss that might occur
as a result of a risk event. The risk exposure value is often the outcome of a
comprehensive risk analysis that uses algorithms to combine risks accord-
ing to their probability of occurring against the potential loss if the risk
occurs. A company that can seamlessly switch production between mul-
tiple supplier locations has less risk exposure to a supply disruption com-
pared with a buyer that has access to only a single production location.
Even before a garment factory collapsed in Bangladesh, killing 430 work-
ers in the country’s worst apparel-industry accident, major buyers such
as Walmart and Levi Strauss had ceased doing work with vendors who
operated in multistory buildings. The risk exposure from these operations
was simply too great.!*

For our purposes we view risk exposure and vulnerability as closely
related concepts, although vulnerability tends to be a less quantified con-
cept. We are vulnerable to something if we are susceptible to harm or
injury. Anyone who has built a house on an earthquake fault will grasp the
concept of vulnerability to earthquakes. Or, someone traveling to certain
parts of the world without getting proper vaccinations should appreciate
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being more vulnerable to diseases. In the information technology (IT)
world, vulnerability refers to the security flaws that allow a successful sys-
tem attack by hackers.!” IT vulnerability is an important concept because
supply chains today are increasingly information enabled.

Risk Resilience

Risk resilience is becoming one of the most researched and discussed top-
ics in supply chain risk management. At a basic level, resilience refers to
the ability to recover from or adjust to misfortune or change.'® It repre-
sents the ability of a company and supply chain to “bounce back” after
an event. While the concept of resilience has been studied scientifically
in development psychology and ecosystems for many years, it is still an
emerging topic in SCRM. Even in well-developed disciplines the defini-
tions of resilience are often contradictory and confusing.!”

A good example of pursuing resiliency as an objective comes from the
utility industry. As utilities work to storm-harden their networks (a form
of risk prevention), some are also investing in technology to recover faster
from outages (risk responsiveness or mitigation) through an approach
called the “smart grid.” New systems use advanced technology to pinpoint
problems, reroute power around problem areas, and identify where repair
crews need to go first to get the most customers restored the fastest.’® One
emerging technology cuts oft power at the spot where a tree falls into
a power line and then reroutes electricity so nearby customers still retain
power. Using a boxing metaphor, resiliency means being able to take a
punch and still be standing.

A second resiliency example involves offshore oil exploration in the Gulf
of Mexico. It became obvious that following the 2010 explosion at BP’s
Macondo well an array of new and complex regulations would emerge
addressing offshore drilling safety. And that is exactly what happened.
Some observers predicted that drilling in the Gulf of Mexico would not
recover for years, if ever. But that does not seem to be the case. In the
words of one analyst, “Bottom-line, Gulf of Mexico oil production is in
considerably better shape than even the most ardent optimists envisioned
following Macondo.” Part of the reason for such optimism is the oil
industry’s resiliency as it learns to live with stricter safety oversight and
slower permit reviews. Estimates indicate that by 2022 oil output from the
Gulf of Mexico will be 28% higher compared with current levels.
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Risk Appetite

Risk appetite reflects the degree of risk that an organization or individual
is willing to accept or take in pursuit of its objectives. This can be mea-
sured in terms of both quantitative and qualitative dimensions. Some also
refer to this concept as risk tolerance or risk propensity, a topic that is well
grounded in the financial community.

Finance experts view risk appetite as reflecting the type of risk that an
institution or individual is willing to undertake in pursuit of a desired
financial performance. Clearly, someone who invests in derivatives rather
than guaranteed government bonds (assuming they are not Greek bonds)
has a higher appetite for risk. When an organization or individual has a
low risk appetite, we say they are risk averse. As it pertains to supply chain
risk, we can safely conclude that most organizations tend to be risk averse.
Remember, the typical supply chain professional looks at risk in terms of
loss or harm.

Complex models have been developed to identify risk utility functions.
Utility functions transform monetary values (payoffs and costs) into util-
ity values that specify preferences for various monetary payofts and costs.
This encodes a company or individual’s attitude toward risk. A time-
consuming step when developing utility functions is to assess a company’s
or individual’s attitude toward risk. At the company level, this assessment
is part of a dialogue between the board of directors and senior manage-
ment and includes factors such as business model aspirations, institutional
principles, shareholder expectations, and core competencies.?

An analysis by The Wall Street Journal concluded that the United States
is becoming more risk averse (i.e., a lower risk appetite) as a nation com-
pared with previous periods. If this is true it does not bode well for the
longer-term growth prospects of the U.S. economy as fewer individuals
start new ventures. The Wall Street Journal analysis concluded that three
shifts are causing Americans to become more risk averse, an aversion
that will result in fewer new businesses being created and a reluctance to
change jobs or move to take advantage of new opportunities. These shifts
include an aging population (older citizens are not known as risk takers),
the emerging dominance of large corporations in many industries that
shuts out new players and ideas, and a reluctance of venture capitalists to
invest in new opportunities. As one observer says, “The pessimistic view is
we’ve lost our mojo.”?! At a national level we need risk takers to grow the
economy through innovation and change.
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Risk Analysis or Assessment

Risk analysis, also called risk assessment, is the process of qualitatively
and quantitatively assessing potential risks within a supply chain. At a
basic level risk analysis involves identifying risks and then evaluating
or mapping these events, at a minimum, across two dimensions. These
dimensions include the probability of a risk occurring and the impact if
the risk were to become a risk event. Some techniques will score the two
dimensions and multiply them together to arrive at an overall risk score.
Chapter 13 will discuss some validity issues related to this approach.

In the financial sector, risk analysis refers to the uncertainty of fore-
casted future cash flows streams, variance of portfolio and stock returns,
statistical analysis to determine the probability of a project’s success or
failure, and possible future economic states. Remember, risk analysis (and
risk management) is far more evolved in the financial community com-
pared with the supply chain community.

Risk Response Plan

A risk response plan is a logical extension of a risk analysis. The risk plan
is a document that defines known risks and includes descriptions, causes,
probabilities or likelihood of risk occurrence, costs, and proposed risk
management responses. A word of caution is in order here. We have all
been presented with (or assigned to write) the dreaded 125-page report
that no one will ever read. In the old days this report would sit on a shelf
in someone’s office collecting dust. Now, these reports sit in electronic
directories collecting virtual dust. A risk response plan should be a crisp,
actionable document that is not someone’s idea of busy work.

Risk Compliance

Risk compliance includes the internal activities taken to meet required or
mandated rules and regulations, whether they are governmental, industry
specific, or internally imposed. Companies have always had compliance
requirements relating to financial reporting, environmental compli-
ance, and a host of other areas. At an organizational level, compliance is
achieved through management processes that (1) identify applicable laws,
regulations, contracts, strategies, and policies; (2) assess the current state
of compliance; (3) assess the risks and potential costs of noncompliance
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against the projected expenses to achieve compliance; and (4) prioritize,
fund, and initiate any corrective actions deemed necessary.?> While com-
pliance reporting requirements have been around for many years, the
hazard events of the last 15 years have brought about new compliance
requirements, particularly in the area of international supply chains.

Risk Governance

Risk governance includes the frameworks, tools, policies, procedures,
controls, and decision-making hierarchy employed to manage a busi-
ness from a risk management perspective. At times the governance struc-
ture includes a chief risk officer, who is normally identified as the person
responsible to coordinate and oversee the risk management process and
approve reports to the corporate audit committee of the board of directors.
Chapter 3 will address the pros and cons of designating chief risk officer.

The risk concepts presented here are certainly not the only ones that
comprise the vocabulary of SCRM. They are, however, the more impor-
tant ones. It would be difficult to proceed with our risk discussion without
having this working knowledge of risk terminology.

CATEGORIZING RISK

While various frameworks categorize the domain of supply chain risk,
no standard agreement exists regarding what these categories should be.
Any categorization scheme should identify broader risk categories and
then place specific risks within those categories. One perspective classifies
supply chain risk into nine categories—design; quality; cost; availability;
manufacturability; supply; financial; legal; and environmental, health
and safety.?> We think that a more simplified approach might better suit
our needs.

Perhaps the most logical way to look at supply chain risk is to consider
the four categories that define enterprise risk management—strategic,
hazard, financial, and operational risks. While some frameworks present
more categories, the thriftiness of these four categories is a virtue. The fol-
lowing describes these categories.

Strategic Risk. For something to be strategic, it must be necessary to
or important in the initiation, conduct, or completion of a strategy or
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strategic plan. Strategic risks are those risks that are most consequential to
an organization’s ability to carry out its business strategy, achieve its cor-
porate objectives, and protect asset and brand value. Chapter 4 explores
strategic risk in detail.

Hazard Risk. This category of risk pertains to random disruptions,
some of which involve acts of God. This category includes bellowing ash
from a volcano in Iceland, a tsunami that devastated Japan, serious floods
in Thailand, and a super storm named Sandy that affected the eastern
United States. This category also includes fires and malicious behavior
such as accidents, product tampering, theft, and acts of terrorism. Hazard
risk is normally what we think of when we purchase insurance as a form
of risk protection. Chapter 5 addresses this risk category.

Financial Risk. Financial risks relates to the internal and external
financial difficulties of the participants within an integrated supply chain.
While we can make the argument that all supply chain risk events eventu-
ally have financial risk implications, we categorize a risk as financial when
the primary and immediate effect of the risk, rather than a subsequent or
secondary effect, is financially related. Chapter 6 explores financial risk
in detail.

Operational Risk. Operational risk arises from daily operations. By far
a disproportionate set of supply chain risks will be categorized as opera-
tional since this category includes internal and external quality problems,
late deliveries anywhere in the supply chain, service failures due to poorly
managed inventory, problems related to poor forecasting, and a thou-
sand other events related to operational performance failures. Chapter 7
addresses operational risk specifically.

Other Ways to Look at Risk

A somewhat different way to look at risk is according to a three-category
system that categorizes risks as systemic, event, or idiosyncratic.?* Systemic
risks pertain to widespread risks that impact most players in an indus-
try. Chinese wage inflation and currency reevaluations are risks that will
affect a large number of players from many different industries. Event risks
include narrow or localized events that impact participants selectively. An
earthquake in Taiwan, for example, may selectively impact semiconduc-
tor foundry operations. Or, a tornado in Oklahoma only impacts directly
a certain part of the United States. Idiosyncratic risk pertains to highly
localized events that impact very few players. A delayed truck delivering
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goods to a single retail store is an example of a risk that has a limited affect
in terms of its impact.

Still another way to look at risk involves hard versus soft risks. Hard risks
are easily measurable and tangible, such as risks that affect assets, inven-
tory, and facilities. With hard risks a company can identify reasonably
precise losses if a risk materializes and a reasonable history of occurrences
and probability exists. Soft risks are more difficult to measure or identify.

Because soft risks are usually present to some degree, they increase the
overall probability of risk occurrence but in ill-defined or imprecise ways.
An analogy here involves total cost models. Some costs are easily identifi-
able and quantifiable (transportation costs and unit price, for example)
while other costs are “hidden” and difficult to calculate (the cost of com-
munication and time-related problems when dealing with remote Chinese
suppliers). These hidden costs (which are analogous to soft risks) still
increase the true total cost, although in ill-defined or imprecise ways.

Still an additional way to think about risk is in terms of known and
unknown risks. Known risks are specific risks that we have encountered
previously or can foresee or anticipate with a reasonably good estimate of
occurrence. During risk analysis and planning known risks are good can-
didates for practicing risk prevention. Unknown risks consist of unfore-
seen combinations of outcomes or events that produce a risk. This includes
unexpected or unanticipated surprises. Managing unknown risks will
benefit from strong risk mitigation plans.

GENERIC RISK MANAGEMENT APPROACHES

Literally hundreds of activities, tools, and approaches have the potential
to be part of a company’s risk management portfolio. At a very high level
we can organize these approaches by their primary risk objective, which
includes mitigating, avoiding, preventing, accepting, or sharing risk.

Risk Mitigation

Some will use the term risk mitigation to describe almost everything that
is undertaken in the name of risk management, including preventive
actions. According to its most basic definition, mitigate means to lessen
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the impact of something. That “something” could be the effect of a risk
event such as a supplier fire or supply chain quality problem. In a broader
sense, mitigation can also be the result of action taken to either reduce the
likelihood of a risk occurring or minimize the extent of its impact. This
broader perspective is why many sources refer to just about any risk man-
agement initiative as risk mitigation.

When speaking in broad terms about how to manage risk, we will use
the term risk management rather than risk mitigation. We view mitigation
more in terms of responding to risk events rather than preventing risk.
Prevention is a risk management response that is largely separate from
mitigation. Mitigation or risk responsiveness is essential when unknown
risks are present. Not everything can be anticipated or prevented.

Risk Avoidance

Avoidance involves exiting those activities that give rise to a risk. A com-
pany may decide (and many have) that sourcing a material from a certain
supplier is too risky, so it avoids that supplier. Or, a certain line of products
is not earning enough profit, so a company decides to stop making those
items (or sell the brand to another company). With avoidance, a com-
pany has made a conscious decision to reduce, perhaps even eliminate, its
risk exposure.

Risk Prevention

Prevention involves taking action to ensure that a risk does not become a
risk event or, if it does become an event, that it will have an inconsequential
effect. This approach to managing risk is often preferable when dealing
with known risks. Prevention is different from avoidance in that a com-
pany did not exit something as a means of addressing risk. We expect
a greater focus on prevention as supply chain managers become more
focused on anticipating and averting risk rather than experiencing and
responding to risk. We have heard numerous business leaders comment
that their firms, while good at responding to risk events, need to do a bet-
ter job preventing the risk event in the first place.

At a personal level most of us understand the concept of prevention,
particularly as it relates to our personal health. We know that if we watch
our weight, exercise, avoid smoking and excessive alcohol, avoid harmful
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drugs, drive prudently, and eat correctly, we may prevent a host of seri-
ous ailments.

We will clearly differentiate between mitigation and prevention activi-
ties as we try to anticipate and then take steps to ensure that a risk does not
become a reality. A primary argument put forth in this book is that most
companies are conversant or even qualified in terms of risk responsiveness
(mitigation) but not nearly as advanced when it comes to prevention.

Risk Acceptance

Acceptance means to take on and assume a risk. SCRM may not be a
priority at a company, so therefore no specific risk management action
is taken. In this case acceptance occurs essentially by default. A second
reason for risk acceptance is that a cost/benefit analysis reveals that the
cost of addressing a risk outweighs the expected impact of the risk. A third
reason is that no practical way exists to prevent, share, or mitigate the
risk. This is usually an acknowledgment that, at least in the short run, no
viable action or alternative is available that will effectively address a risk.
No practical choice exists except to assume the risk.

Risk Sharing

Risk sharing involves transferring or sharing a portion of a risk to reduce
or mitigate it. Sharing product development costs with suppliers or buying
insurance is a risk-sharing method. We all practice risk sharing when we
buy home, car, or life insurance. Financial managers enjoy the benefits of
risk sharing when they engage with other traders to hedge commodities
and currencies. And supply chain managers often write contracts with sup-
pliers that feature some level of currency or commodity risk sharing.

Risk pooling is an important form of risk sharing. A risk pool involves
insurance companies controlling the risk of insuring against catastrophic
events or extending insurance to individuals or businesses that are likely
to create sizable claims. If a claim arises from a natural disaster or cata-
strophic weather event, the companies spread losses among all members
of the risk pool. Single members of the risk pool are protected from large
claims that would bankrupt the insurance company, leaving their claim-
ants with nothing.?
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Prevention versus Responsiveness

Often times we look at risk simply in terms of trying to prevent an event
from occurring versus responding after the fact. While prevention sounds
like an ideal way to approach risk management (who would not want to pre-
vent problems?), not all risks can be predicted or anticipated, particularly
hazard risks. What we see today at best practice firms is a combination of
preventive actions wherever possible combined with responsiveness plans
that support risk resiliency. The bottom line in the prevention-versus-
responsiveness debate is that an increase in known risks favors pre-risk
preventive approaches. And an increase in unknown risks favors post-
risk response agility. How a specific company approaches risk manage-
ment will be affected by this mix of known and unknown risks.

CONCLUDING THOUGHTS

This chapter starts our journey through the evolving world of supply
chain risk management. Something to remember as we progress through
later chapters is that companies that are effective at managing risk are sup-
ported by a corporate culture and a foundation that promote a company-
wide approach to risk management. A culture that stresses risk awareness
and management must then be supported by a set of enablers and sophis-
ticated tools and techniques, and perhaps most importantly, the ability to
quantify the value of risk management efforts. When the right corporate
culture is supported by effective tools, techniques, measures, and skills,
a company can engage in thoughtful risk taking rather than being para-
lyzed by an irrational fear of risk.

Summary of Key Points

« One common perspective for defining risk simply says that risk is a
situation involving exposure to danger or loss. A broader perspec-
tive takes this a step further by adding that risk is the probability or
threat of damage, injury, liability, loss, or other negative occurrences
that are caused by external or internal vulnerabilities and that may
be avoided through preemptive action.
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It is important to clarify the distinction between enterprise risk
management and supply chain risk management. Almost all corpo-
rate executives are aware (or should be aware) of ERM, a concept that
has been around for decades. SCRM is an evolving discipline.
SCRM is the implementation of strategies to manage everyday and
exceptional risks along the supply chain through continuous risk
assessment with the objective of reducing vulnerability and ensuring
continuity. One way to view SCRM is to think of it as the intersec-
tion of supply chain management and risk management.

An emphasis on SCRM is necessary today because supply chains
face many factors that result in higher risk, more so than at any time
in modern history. Some of these risk factors are self-inflicted; some
are not.

A working knowledge of some important risk concepts is essential
when talking about SCRM, including what is a risk event, risk expo-
sure and vulnerability, risk governance, risk resilience, risk appetite,
risk compliance, risk response plan, and risk assessment and analysis.
While various frameworks are available to categorize the domain
of supply chain risk, no standard agreement exists regarding what
these categories should be. A logical way to look at risk is to consider
the four categories that have defined enterprise risk management for
many years—strategic, hazard, financial, and operational risks.
Literally hundreds of activities and approaches have the poten-
tial to be part of a company’s risk management portfolio. At a very
high level we can organize these approaches by their primary risk
objective(s), which includes mitigating, avoiding, preventing, accept-
ing, or sharing risk.

When the right corporate culture is supported by effective tools,
techniques, and measures, a company can engage in thoughtful risk
taking rather than becoming paralyzed by an irrational fear of sup-
ply chain risk.
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Supply Chain Risk Management
The As-Is Landscape

In this chapter we provide an overview of the growth of supply chain risk
management (SCRM) during the last few years and provide additional
insight into who is talking about SCRM, what they are saying, and the
tone of the dialogue. We will provide a summarized view of SCRM top-
ics, announcements, articles, reports, and survey results that help define
the state of SCRM today. We will also share a perspective on SCRM
through a different prism: the Four Pillars of SCRM. We will then provide
a maturity level for each pillar. The chapter concludes with discussion of
SCRM adoption.

A CHRONOLOGY OF SUPPLY CHAIN
RISK MANAGEMENT

Let’s start by providing a sense of the growth of SCRM in terms of aware-
ness, discussions, articles, papers, surveys, solutions, tools, and more.
During our research for this book we compiled hundreds of reference
works in order to provide a comprehensive, end-to-end perspective of
SCRM. Using these reference works and our experience, we have com-
piled a chronology of the growth we’ve witnessed and the tone and tenor
of the dialogue.

While many risk management studies and surveys were conducted dur-
ing 2000-2010, our focus starts with the latter part of that decade. Most
supply chain executives became interested in SCRM after the financial
meltdown of 2008. Company after company watched, almost helplessly, as

25
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customer orders were canceled, suppliers entered bankruptcy, and com-
modity markets became increasingly volatile. For many, 2008 was the
genesis of their risk management efforts.

2009

Most operations management and supply chain management profession-
als are familiar with the International Organization for Standardization
(ISO) Group and its set of standards that revolve around quality control
and process reliability, such as ISO 9000. In 2009, the ISO Group delivered
its first set of standards directly relating to supply chain risk, which was
a major recognition of the importance of SCRM. These standards include
ISO 73 and ISO 31000. ISO 73 profiles the vocabulary and taxonomy of
risk within the supply chain, and ISO 31000 provides insight into the prin-
ciples, practices, and guidelines to effectively identify, assess, mitigate, and
manage supply chain risk.

A key report during this period was Accenture’s 2009 Managing Risk for
High Performance in Extraordinary Times.'This global report, which sur-
veyed 260 CFOs, chief risk officers, and other executives across 21 coun-
tries, came right after the 2008 financial meltdown. This report explored
the details of what was going on around the globe relative to risk and its
impact on businesses and supply chains. It was one of the first compre-
hensive analyses of the cause and effects of risk to global supply chains.
This report revealed that 85% of executive respondents said their com-
pany needed to overhaul its approach to risk management; 40% said their
companies already had increased or would increase their investments in
broader risk management capabilities; 41% stated their risk management
costs increased by at least 25% over a three-year period; and only 27%
said their risk management function was involved, to any great extent, in
objective setting and performance management.

Accenture concluded that steps needed to be taken to manage supply
chain risk to protect a company’s competitive advantage, reputation and
branding, and credit ratings; to maintain positive comments by ana-
lysts; and to ensure access to capital over time at a reduced cost. Overall,
Accenture reported that many companies had a long way to go before they
should feel comfortable about their company’s state of risk management.

AMR released a report on risk in U.S. manufacturing to get a sense of
how businesses feel about the future and what they saw in terms of risk. The
top three concerns of U.S. manufacturers were supplier quality failures,
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commodity price volatility, and intellectual property infringement. In
particular, supplier solvency was a key concern. Furthermore, respondents
said that doing business with Chinese suppliers was contributing the most
to overall risk, scoring the highest in 11 out of 15 risk categories evaluated.

2010

In 2010, we began a course for a master’s of business administration degree
by explicitly profiling the emerging elements of supply chain risk manage-
ment. The initial courseware was made up of articles, survey outcomes,
reports from the insurance industry, and the basics of good risk manage-
ment. As the course grew in maturity, a Supply Chain Risk Assessment
Tool emerged that codified the effects of supply chain maturity as it relates
to mitigating risk. The basic premise was that as the supply chain matures,
the inherent risks faced by that supply chain diminish.

The Supply Chain Risk Assessment Tool, featured in Figure 2.1, encom-
passes about 100 questions-of-discovery about a company’s supply chain
across 10 tenets of the entire supply chain. It is a perception-based tool that
captures the complexion of a company’s operating environment relative to
a maturity model and then develops an inherent risk factor for every tenet.
Risk factors are then plotted inside a spider diagram for visual presenta-
tion using a red, yellow, and green designation. There will be more discus-
sion about this tool later in the book.

SCRM Risk “Heat Map” Assessment
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FIGURE 2.1
Tools: supply chain risk assessment.
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During 2010, the Massachusetts Institute of Technology (MIT) Center
for Transportation and Logistics produced its preliminary findings from
the Global Supply Chain Risk Management research project. The survey
collected 1,400 usable responses from companies in 70 countries. The
project’s primary goal was to understand if regional and cultural differ-
ences affect how people think about and manage supply chain risks. This
survey was a seminal point in the birth of SCRM. The final report covers
differences in attitudes about risk, differences in risk frequencies (internal
and external events) and priorities, and differences in practices across
countries and industries.? It is one of the few reports that approached risk
from a cross-cultural perspective.

The MIT report concluded that respondents showed a marked prefer-
ence for risk prevention as opposed to planning and response, but that
was influenced by national culture. Furthermore, most respondents indi-
cated that risk planning and prevention should be carried out centrally
in an organization, while actual responses to most risk events should be
managed locally. Respondents were also asked to rank the top supply
chain disruptions for which their company should prepare. A breakdown
in supply quality, supplier financial failures, and internal process failures
topped the list.

Aberdeen Group also produced a comprehensive report on SCRM.
Their findings further supported the notion that SCRM is evolving as
a concept.? One of the key findings from this study was an analysis of
the reasons behind pursuing an aggressive risk management agenda. The
top reasons include protecting the organization and its brand, safeguard-
ing against an unpredictable global economic environment, a corporate
mandate to institutionalize/improve risk management, complying with
new and changing regulations, and maintaining and improving share-
holder value.

And what did the Chief Procurement Officers (CPOs) plan to do to
manage risk according to Aberdeen? The CPOs expected to develop
clearly defined metrics for supply performance and risk, develop con-
tingency plans for supply disruptions, use external information services
to monitor and assess supply risk, and define ownership of risk within
the organization.

This groundbreaking report was one of the first times a research orga-
nization put together a comprehensive profile in an effort to codify the
elements of a good SCRM journey. Figure 2.2 illustrates the actions items,
capabilities, tools, and techniques that will help ensure success within the
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Pressures

Actions

Capabilities

Enablers

— Protect the organization
and its brand/
competitive advantage

— Unpredictable global
economic environment

— Implement processes
aligning risk
management with
compliance/governance

— Develop supply risk
mitigation strategies

— Build risk aware

culture throughout
the organization

— Standard risk
management
policies and procedures
across the enterprise

— Management
accountability
for risk management
activities within overall
governance framework

— Transparency in
communication of risk
information (i.e., policies
including escalation
criteria, procedures,
practices & thresholds)

— Risk information
integrated into core
decision-making (i.e.,
strategic planning
capital allocation and
performance
management)

— Enterprise Risk
Management (ERM)
platform/software

— Enterprise governance,
risk, and compliance

(GRC)
platform/Software

— Event management
(triggers/alerts)

— Query & reporting tools

— Enterprise BI platforms

— Heat
maps/dashboards/
balanced scorecard tools
reflecting risk

— Predictive
analytics/process
modeling tools for
measuring and
monitoring risk

Aberdeen Group CPO Survey Report & SCRM Report 2010

FIGURE 2.2

Best-in-class SCRM framework.

risk management arena. The bulk of Aberdeen’s findings about and jour-
ney toward good SCRM hold true today.
Also in 2010 PRTM (now part of PricewaterhouseCoopers) released its

Global Supply Chain Trends Report.* A few of the novel themes emanat-
ing from this study were that almost 75% of all the respondents believed
that demand and supply volatility will become the biggest roadblock to
capturing profits in the economic upturn, and more than 80% expected
complexity in their supply chains to increase dramatically, partly due to
an increase in product proliferation. The PRTM study produced several
important takeaways:

« Demand and supply volatility is here to stay.

« Supply chain complexity will be with us for many years.

« End-to-end supply chain cost optimization will be critical mov-
ing forward.

+ Risk and opportunity management should span the entire supply
chain, including with key partners.

This research concluded, and this has certainly been borne out by
subsequent experience, that supply chains will become more volatile
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and complex. The researchers also concluded that most companies are
ill-prepared to manage this complexity and that risk management will be
a critical success factor affecting corporate success.

We also saw two more reports explicitly targeting supply chain disrup-
tions and their financial impacts. Chainlink Research and Hendrick &
Singhai had been working on attempting to codify the financial impacts
of supply chain disruptions on company bottom lines. According to these
resources, a publicly traded company that experiences a moderate to
severe supply disruption should expect to realize a 107% drop in operating
income on average, 114% drop in return on sales, 93% drop in return on
assets, 7% lower sales growth, 11% growth in cost, 14% growth in inven-
tories, and a 10% reduction in shareholder value. This is one of the first
reports that linked risk events to tangible performance shortfalls.

Finally, a report from the Business Continuity Institute (BCI) in the
United Kingdom revealed serious levels of supply chain failures and dis-
ruptions around the globe. This study found that weather disruptions
affected more than half of all companies in 2010, up from 29% the previ-
ous year. Unplanned IT and telecommunication outages were second on
the list of most frequent disruptions. More than one third of companies
mentioned service failures by outsourcer providers, up from 20% the pre-
vious year. More than 50% of the respondents stated that their disruptions
led to a loss of productivity and 20% of the respondents admitted they had
suffered damage to their brand or reputation as a result of a disruption.

The report concluded that the serious levels of supply chain disruption
experienced by organizations around the globe, coupled with the wide
range of threats, underscores the business case for investment in business
continuity planning (BCP). We will go into more detail later about BCP.
For now, consider BCP to be an internal insurance policy or risk response
plan that identifies, assesses, mitigates, and manages risk scenarios.

2011

During 2011 Accenture began to talk about the “new normal” of global
supply chains. The new normal featured more global sourcing and manu-
facturing, hyper-demand requirements, longer supply chain lead times,
more potential points of failure, and managing supply chains in far-flung
corners of the world.> With these elements of supply chain risk coming to
the surface, Accenture produced a set of principles that support the birth
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of supply chain risk management as a discipline. These six principles
include the following:

1. Integrate risk management practices across all business functions to
ensure understanding, commitment, and alignment

2. Identify, measure, and prioritize risks by mapping out the complete
supply chain “ecosystem”

3. Emphasize operational flexibility, global visibility, and diversified
supplier portfolio to blunt the impact of supply chain calamities

4. Use probability modeling to identify unknown risks and develop
contingency plans

5. Insist that suppliers and business partners perform up-front due
diligence

6. Hedge risk by making prudent choices about insurance

We will dig deeper into every one of the six tenets throughout the book.

AMR surveyed more than 500 executives worldwide during 2011 and
asked questions about supply chain risks, disruptions, effects of those dis-
ruptions, and methods to mitigate and manage risk. Supply failures were
the most cited disruption noted by executives. Quality failures, natural
disasters, and commodity price volatility were also cited by almost one
third of respondents. In terms of the most common risk management
approaches, executives said they relied on (in order of mention) meetings/
discussions with external partners and suppliers, predictive analytic tools,
staying current with supplier business continuity plans, utilizing reports/
data from third-party sources, and utilizing performance risk dashboards.

In October 2011 SCM World, the global institute for supply chain learn-
ing, training, and development at Stanford University, released its annual
Chief Supply Chain Officer (CSCO) study.® The survey involved 750 global
executives of which over 50% were vice presidents or higher. The report was
conducted during the immediate aftermath of the Japanese earthquake
and tsunami, creating an interest in understanding how supply chains
were reacting to these disruptions. The report highlighted the disruptions
due to the tragic events, how many companies had suffered shortages in
supply and capacity, lost sales, inventory write-offs, and plant closures
across many industries. Even though the report didn’t examine supply
chain risk specifically, it did talk at length about how the supply chain
is a critical success factor and a driving force for competitive advantage.
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Another key theme throughout the report was that supply chain sustain-
ability is critical in terms of driving value for the corporation, especially
in times of demand and supply volatility.

During this period we also picked up on definitions of a resilient supply
chain from the Supply Chain Council.”? While the Supply Chain Council
was updating its SCOR Model and risk definitions and frameworks, the
importance ofresiliency in the supply chain came to the surface. Essentially,
the council concluded that in a world of technical change, financial risk,
political turbulence, and mounting regulatory pressures, industry growth
does not always proceed smoothly. Risk management is especially chal-
lenging when threats are unpredictable. At the same time, corporations
are accepting broader responsibility for social and environmental impacts
of their supply chains. A resilient enterprise has the capacity to overcome
disruptions and continually transform itself to meet the changing needs
and expectations of its customers, shareholders, and other stakeholders.

2012

Another study by the Business Continuity Institute addressed the impact
of the Great East Japan earthquake and Christchurch earthquake in New
Zealand. The key take-away from this research was the wide-ranging dif-
ferences in an important SCRM metric, time-to-recovery. BCI assessed
how long it took supply chains to recover from the impact of the earth-
quakes. The compelling statistic is that almost 50% of all the respondents
needed more than five weeks to recover.

Aberdeen Group released a report on risk from a financial perspec-
tive.® Coming off the heels of the Japanese disasters, the report attempted
to understand the risk-adjusted strategies actually operating inside the
CFO’s office. The report concluded that whether a company is looking to
reroute a supply source away from a natural disaster or seeking to miti-
gate the risk associated with tax audit exposure, it is clear that companies
with processes and tools that enable clear visibility to risk entities and a
means to react quickly are going to be the ones that hold the key to effec-
tive budgeting and profitability.

Zurich, one of the largest insurers in the world, published a set of sup-
ply chain risk statistics and some revealing numbers associated with supply
chain business interruptions.” The insurer released a report that profiled
the causes behind supply chain disruptions derived from an analysis of
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insurance claims over a several-year period. Clearly, this analysis addressed
primarily hazard risk. The insurer found that 85% of organizations expe-
rienced at least one supply chain incident that caused disruption to their
business. More than 50% of supply chain disruptions occur because of
adverse weather, and just over 40% occur because of unplanned IT or tele-
com outages. Other significant disruptions occurred because of loss of
talent/skills, product quality incidents, civil unrest/conflicts, and cyber-
attacks. Of the disruptions that occurred, nearly 40% originated below the
tier-one supplier level.

A research article titled Researcher’s Perspectives on Supply Chain Risk
Management presented a study of the diversity of perspectives surround-
ing supply chain risk management.! This study identified three gaps in the
body of knowledge:

 Definition gap—there is no clear consensus on the definition of
SCRM because many limit the scope of SCRM to rare but large
events, while others believe that SCRM is about supply-demand
uncertainties. (Hopefully, the definitions we presented in Chapter 1
help to clarify this term.)

o Process gap—there is a lack of research on an important aspect of
the risk management process, namely, the response to supply chain
risk incidents.

+ Methodology gap—there is a shortage of empirical research in the
area of SCRM.

During this period an important study on supply chain risk was con-
cluded by Deloitte and Forbes Insights. This survey covered 192 U.S. exec-
utives, CEOs, CFOs, SVPs, and directors across multiple industries. One
finding that stands out from this work is that 91% of respondents said they
planned to reorganize and reprioritize their approaches to risk manage-
ment during the subsequent three years.

A disconcerting aspect of this survey was the completely scattered
approach toward risk responsibility. Fully one quarter of respondents
indicated the CEO is primarily accountable for risk management; almost
a quarter said the said the CFO/treasurer’s office is primarily responsible;
almost 20% said the chief risk officer/treasurer is responsible; and fewer
than 15% said legal/compliance is responsible. The remaining respondents
were spread across various other groups. Future risk management plans
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include more than half of respondents saying their company planned to
elevate risk management within their organization, while almost 40%
said they will reorganize to support enterprise risk management (ERM), a
framework introduced in Chapter 1. Almost 40% of respondents said they
will provide more staff training, while almost one third planned to incor-
porate more technology into their risk management efforts.

And finally, SCM World, which we referenced previously, released its
annual Chief Supply Chain Officer report. This report surveyed more than
twice the number of companies as in 2011 and explored five main topics,
one of which was risk management. A novel aspect of this survey involved
SCM World asking respondents what they were doing to identify, assess,
mitigate, and manage risk and profiled the impact of risk events from
both demand and supply disruptions. From this study we learned that
the highest impact from supply and demand disruptions over a two-year
period was a loss of sales/revenue. In order of impact, subsequent impacts
included lower profits, delays in product launches and growth plans, loss
of customers, higher cost of capital, damage to image and reputation,
and lower share price/shareholder value. This research revealed the many
damaging effects of supply and demand disruptions.

2013

The start of 2013 featured the release of a report from the World Economic
Forum (WEF) in Davos, Switzerland. The sponsors of the report were
Zurich Insurance, Accenture, Partners against Corruption (PACI), and the
World Economic Forum. The report, titled Building Resilience in Supply
Chains, was an outcome of WEF’s initial Supply Chain Risk Initiative
started in 2011. A clear finding in this report is the need for organizations
to shift from reactive to proactive risk management. Another relevant
finding is that more than 80% of companies are now concerned about sup-
ply chain resilience. Study participants also indicated there is a need for
a common risk vocabulary and that cyber risk may have the greatest risk
implications for supply chains.

The World Economic Forum’s report touched on what it will take to
make SCRM a bona fide business discipline. Perhaps most importantly,
risk management must become an explicit and integral part of supply
chain governance. Other high-level suggestions for moving SCRM to a
business discipline include the following:
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« Institute a multistakeholder supply chain risk assessment process
across the enterprise

» Mobilize international standards’ bodies to further develop resil-
ience standards

« Incentivize corporations to follow agile, adaptable supply chain strategies

« Expand the use of data-sharing platforms for risk identification
and responses

A RIMS.org article mentioned the Risk Maturity Index developed by
AON Insurance and the Wharton School of Business. The index suggests
that companies with the highest level of risk maturity (a measure that
gauges the development of an organization’s risk strategy and framework)
experience 50% lower stock price volatility than less-developed counter-
parts. Over a two-year period (2010-2012) companies with higher risk
maturity ratings saw greater annual stock price returns. This was espe-
cially apparent when the only companies to see positive returns during
that volatile period were those with the highest risk maturity levels. Those
lower on the maturity scale saw losses between 17% and 30%. This work
again pointed out the critical relationship between risk management and
financial outcomes.

Lloyd’s of London released several statistics in 2013 associated with
the Japanese earthquake and tsunami and Thailand floods. The first sta-
tistic they shared was the combined property and business interruption
losses, which reached a record-breaking $240 billion, with just $47 billion
of the losses covered by insurance. The insurance industry provides sup-
ply chain interruption products called contingent business interruption
(CBI). However,a large majority of companies impacted only had asset-
based property damage insurance. Some of the elements covered by CBI
include getting workers in and out of damaged facilities, working to get
power to facilities, and shipping and receiving goods into and out of facili-
ties. Chapter 5 will reexamine the floods in Thailand from a risk quanti-
fication perspective.

An interesting report from the Association of Insurance and Risk
Managers in Industry and Commerce (AIRMIC) titled Supply Chain
Failures: A Study of the Nature, Causes, and Complexity of Supply Chain
Disruptions, identified seven underlying factors that tend to be present
whenever supply chains go wrong: off-shoring, increasing complexity, cost
pressures, geographic clustering, modern communications, modern pro-
duction methods, and increasing dependency. The report also estimated
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that economic losses from supply chain disruptions have increased 465%
between 2009 and 2011.

And finally, Ernst & Young interviewed more than 420 CFOs and heads
of supply chains at technology, automotive, manufacturing, aerospace,
and defense companies. The report concluded that when CFOs and supply
chain leaders form a closer business partnership within a company, they
report better results in a number of areas, including the company’s finan-
cial position. The study found, for example, that 70% of CFOs and 63% of
supply chain executives said their relationship had become more collab-
orative over the past three years. The merger between finance and supply
and supply chain professionals appears to be an inevitable one.

The intriguing outcome from this survey is, because CFOs take a long-
term approach to formulating business strategy, they are in a unique
position to manage risk and plan for business continuity, something that
challenges supply chain managers who tend to think in terms of shorter
time horizons. The CFO also has the opportunity to work with the pro-
curement and treasury groups to determine the extent to which risk is
owned and managed by the company and the extent to which it is pushed
down through the supply chain.

In 2013 the authors of this book published several articles on SCRM.
One key article was SCRM: The New Discipline of Supply Chain Excellence.
After several years of teaching in the classroom and conducting workshops
around the globe, we became thoroughly convinced of the need for SCRM
to become a discipline. The article identified what was emerging from the
classroom and from the practical application of the body of knowledge in
the field. This article was a major impetus for this book.

FOUR PILLARS OF SUPPLY CHAIN RISK MANAGEMENT

We would like to finish up our “as-is” discussion by providing an assess-
ment of the state of supply chain risk management. This will involve some-
thing we call the Four Pillars of SCRM. These pillars include supply risk,
process risk, demand risk, and environmental risk. Each pillar encom-
passes its own set of tools, techniques, tactics, metrics, people, processes,
and program issues. The complexion of each pillar is below.
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Supply Risk

The complexion of this pillar encompasses areas such as supplier conti-
nuity, strategic sourcing, supplier viability and capability, raw material
pricing, supplier assessments, inbound logistics, fraud, corruption, and
counterfeiting. Inherent risks here are disruptions caused by the inability
of suppliers to deliver on time, quality failure, financial failure, compli-
ance failure, channel complexity, and communication failure.

Process Risk

This pillar includes IT systems, mergers and acquisitions, marketing
strategy, organizational structure, frameworks and metrics, supply chain
strategy and execution, manufacturing and quality, organizational risk
assessment, heat maps, and war rooms. The inherent risks here include
disruptions caused by quality problems, inventory shortages, late deliver-
ies, capacity shortages, equipment breakdowns, IT outages, poor overall
execution, and misalignment of strategy and metrics.

Demand Risk

The complexion of this pillar covers areas such as new customers, market
trends, consumer interest/spending, demand management/forecasting,
distribution requirements planning, product integrity, customer service,
and scenario planning. Inherent risks here are disruptions caused by prob-
lems in distribution, actions by competitors, product reputation, brand
management, social media/trending, logistics, and customer sentiment.

Environmental Risk

This final pillar encompasses areas such as government regulations, taxes,
economic volatility, currency exchange, natural disasters, and compli-
ance. Inherent risks are natural disasters, geopolitical and energy risks,
port security, logistics and facilities security, currency exchange fluctua-
tions, global economics, war, pandemics, and civil disobedience.

We have compiled a profile of the maturity and activity level for each
pillar. Figure 2.3 depicts our assessment of the maturity and activity level
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Four-pillar SCRM maturity and activity level.

for each pillar. On the left or y-axis is the maturity level of each pillar. The
horizontal x-axis depicts the Four Pillars, and the size or length of each
“box” is an indication of the activity level within each pillar.

From a maturity point of view, we feel the supply pillar is by far the most
mature of the four, positioned at about 70 out of 100. Why? Procurement
professionals have been dealing with supplier uncertainty and risk for
more than 50 years. This discipline has become a profession, supported by
member-driven organizations who are providing certifications to demon-
strate that these professionals have a command of the body of knowledge
and best practices. Tools such as supplier relationship management (SRM),
spend management, credit and financial reporting by public credit orga-
nizations, and more have matured over the years. And the present activ-
ity level of new techniques such as supplier risk assessment; supply chain
mapping; and fraud, bribery, and corruption identification supported by
new cloud-based software systems is providing the procurement profes-
sionals with a host of new tools and techniques to leverage in an effort to
identify, assess, mitigate, and manage supplier risk.

The next-highest level of maturity and activity, in our opinion, is the
demand pillar. Positioned at about 50 out of 100, demand management
solutions, such as sales forecasting and many other deterministic tools
have been around as long as the supply tools. So why then do we feel this
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pillar is at a lower maturity level than supply? The tools utilized in this pil-
lar have been developed to support processes that are purely forward look-
ing and one-dimensional, such as sales forecasting, and do not involve
any element of uncertainty or risk. Another tool, collaborative planning,
forecasting, and replenishment (CPFR), does provide some coverage of
risk because it attempts to support information sharing between supplier
and customer in an effort to minimize demand surprises and shocks to
the supply chain. New techniques and tools such as probabilistic plan-
ning, discrete-event simulation, and digital modeling are emerging to
assist demand managers and sales and operations planning (S&OP) pro-
cess owners to run “what-if” scenarios that will demonstrate how their
supply chains will act when a risk event shocks their organization. These
new tools overtly handle uncertainty and risk and will take some time
to mature.

Next in the maturity and activity level is the process pillar. A tremen-
dous number of tools and techniques support all the processes we've
highlighted in this pillar. Many have been around for more than 40 years
and are supported by professional organizations such as APICS, CSCMP,
ASQC, ISSSP, and others and also include professional certifications.
Again, our reasoning for the pillar’s positioning is that many of the tools
do not embrace uncertainty and risk. They support discrete, linear func-
tions, such as planning inventory, planning capacity, production schedul-
ing, quality, logistics, and more. These functions are driven by solid supply
chain management metrics such as maximizing service, reducing cost,
and improving asset utilization, not mitigating risk.

And finally, the environmental pillar is very new and continues to
expand because of new industry-specific and governmental rules and reg-
ulations. There is more and more activity in this area, but with new and
ever-changing regulations, this pillar will take a long time to solidify.

THE SUPPLY CHAIN RISK MANAGEMENT ADOPTION

We’ll finish this chapter with a brief discussion on what we call SCRM
Adoption. This utilizes a categorization scheme revolving around lag-
gards, industry average, and early adopters. We want to leave you with a
sense of the operational complexion for each category in terms of SCRM
along with a few salient statistics from the early adopter companies.
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SCRM Adoption

We know that leading-edge companies are much more likely to integrate
and align risk with corporate goals. They generally have more visibility
into their organization as they are substantially more likely to perform
“what-if” scenario-planning and change analysis. On average, leaders
achieve almost 95% better accuracy of cash flow forecasts, which is clearly
better than what their peers achieve. And they tend to mitigate their finan-
cial losses down to 3% of revenue as opposed to their peers, who average
10% of revenue due to financial loss. What characterizes early adopters,
industry average, and laggards?

Early Adopter Companies. Early adopters leverage their ERM tools
and technology to enhance the integration of risk management across the
business. They continually link risk management to company goals and
compensation. And, they are improving visibility and monitoring of Key
Risk Indicators with new business analytic tools.

Early adopters also implement processes that are aligned with risk man-
agement and compliance, build a risk awareness culture throughout the
organization, and secure executive commitment for risk management ini-
tiatives. These practices are being driven by the early adopters by a factor
of two- or three-to-one above the industry average and laggard companies.

Other attributes characterize early adopters. These companies maintain a
senior management champion of risk, segment risk duties, cross-functionally
coordinate risk management, establish roles and responsibilities to execute
risk, and establish a risk committee to oversee key risks. These commit-
ments by early adopters eclipse the industry average and laggards again by
a factor of two- or three-to-one.

Industry Average Companies. Average companies attempt a standard-
ized approach to communication and organizational collaboration rela-
tive to risk. Some of these companies are beginning to integrate and align
risk with corporate goals. Some are also developing and measuring risk
and performance. Several are beginning to improve the time-to-decision
by optimizing risk knowledge management activities and expanding risk
visibility throughout the organization. Senior management oversight and
engagement associated with risk to improve executive buy-in is starting to
occur at this level.

Laggard Companies. Laggards talk about supply chain risk but do not
fund projects to prepare for and respond to risk events at any real level.
Most have someone in the CFO’s office reviewing enterprise risk in the
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classical financial terms, such as hazard, financial, and strategic risk. The
average operational and supply chain professional does not maintain sce-
nario game plans for risk events; therefore, SCRM is an event-driven, ad
hoc, or part-time experience. Most executives in this category assume
incorrectly that their people will know what to do in a risk event.

Figure 2.4 depicts a graph encompassing laggards, industry average, and
early adopter companies in terms of the adoption rate of SCRM concepts.
In terms of the as-is state, it is safe to conclude that a majority of compa-
nies are still considered laggards in terms of their SCRM capabilities. This
suggests that we have more work to do to move companies away from the
laggard status. Subsequent chapters will concentrate on how to do that.

CONCLUDING THOUGHTS

The purpose of this chapter is to help us understand the current state of
supply chain risk management. From our analysis we can reach some over-
arching conclusions. First, the negative outcomes from supply chain risk
events are often quite severe. Only a fool would believe otherwise. Second,
no consensus exists among companies or industries concerning how
to organize for or manage supply chain risks. The ways that companies
approach SCRM are varied. Third, most companies are ill-prepared from
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an employee, measurement, organizational, and IT perspective to operate
in an environment characterized by increased uncertainty and volatility.

Another major conclusion is that most companies recognize the threat
of supply chain uncertainty and understand that operating in a condition
called the “new normal” will not be as enjoyable as operating in the “old
normal.” A study by Zurich Insurance, for example, reported that 75% of
respondents state they still do not have full visibility into their supplier
base. This is concerning because several studies have concluded that sup-
ply disruptions are the most widely cited supply chain risk event.

Finally, most SCRM efforts rely on heroics rather than planning and pre-
vention. In terms of SCRM maturity, most companies are considered lag-
gards with some movement toward average. Minimal proactive supply chain
risk management appears to be occurring. Growth along the maturity curve
needs to accelerate, especially when we consider that almost 75% of risk
managers believe that supply chain risk levels are higher than just a few years
ago and that risk will continue to increase. More than 70% of risk manag-
ers say the financial impact of supply chain disruptions has also increased
compared with just a few years ago.!! As a sign of the times, the Allianz Risk
Barometer in 2013 ranked for the first time ever business interruption and
supply chain risks as the top concerns of businesses globally. One of the main
objectives of this book is to prepare us to manage in this “new (ab)normal.”

Summary of Key Points

« Most supply chain executives became interested in SCRM after the
financial meltdown of 2008. For many, 2008 was the genesis of their
risk management efforts.

« In 2009, the ISO Group delivered its first set of standards directly
relating to supply chain risk, which was a major recognition of the
importance of SCRM. These standards include ISO 73 and ISO 31000.

+ The Supply Chain Risk Assessment Tool encompasses about 100
questions-of-discovery about a company’s supply chain across
10 tenets covering the entire supply chain. The basic premise is that
as the supply chain matures, the inherent risks faced by that supply
chain diminish.

« The new normal of global supply chains features more global sourc-
ing and manufacturing, hyper-demand requirements, longer supply
chain lead times, more potential points of failure, and managing
supply chains in far-flung corners of the world.
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Over a period of several years, Zurich found that 85% of organiza-
tions experienced at least one supply chain incident that caused dis-
ruption to their business.

The Risk Maturity Index suggests that companies with the highest
level of risk maturity experience 50% lower stock price volatility
than less-developed counterparts.

The Four Pillars of SCRM are supply risk, process risk, demand risk,
and environmental risk. The supply pillar is by far the most mature
of the four because procurement professionals have been dealing
with supplier uncertainty and risk for over 50 years. The demand
pillar ranks second in terms of maturity, followed by the process pil-
lar and finally the environmental pillar.

SCRM Adoption utilizes a categorization scheme revolving around
laggards, industry average, and early adopters. In terms of the as-is
state, it is safe to conclude that a majority of companies are still con-
sidered laggards in terms of their SCRM capabilities.
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Building the Risk
Management Foundation

Achieving excellence in any area does not happen because a company sim-
ply announces its desire to be excellent. Many organizations have been
frustrated because they lack the ability to develop the kinds of supply chain
approaches and techniques that create a differential advantage. These
organizations fail to recognize the importance of mastering something we
call the “enablers,” four distinct areas that support more advanced supply
chain and risk management initiatives.

This chapter highlights a set of enablers that are essential for effective risk
management. These enablers include a supportive organizational design;
information technology systems that provide real-time or near real-time
access to data and information; risk-related measures and measurement
systems that provide insight into potential risks as well as the effective-
ness of risk management efforts; and the availability of capable human
resources. This chapter also discusses how to integrate risk management
with supply chain strategy development. We conclude with a case that
describes how one organization relied on these four enablers, as well as a
centrally led approach to strategy development, to manage strategic risk.

I
SUPPLY CHAIN RISK MANAGEMENT ENABLERS

As mentioned, what separates companies that achieve real advantage
from their risk management efforts is a commitment to the four enablers
of supply chain excellence. While we could commit entire chapters to each
enabler, the following provides an overview that should help the reader

45
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understand what we are trying to present. If 50 books are written next
year addressing risk management, the probability that any of them com-
mits any space to these four enablers presented here is slim. And, in our
opinion, that is a serious mistake.

A Supportive Organizational Design

Perhaps one of the most underappreciated parts of corporate success is
the role that organizational design plays. The Corporate Executive Board
has concluded that to be successful, executives must first consider how
their organizational design can lead to sustainable improvements in per-
formance and operational excellence. Organizational design refers to the
process of assessing and selecting the structure and formal system of com-
munication, division of labor, coordination, control, authority, and respon-
sibility required to achieve organizational goals.! An organization’s design,
including the varied features put in place to support that design, is much
more than what an organizational chart can ever depict. Because this topic
does not appear elsewhere in the book, it will receive the most attention of
the four enablers.

In our experience, supply chain risk management (SCRM) is rarely
established as a distinct function within a company, although many
organizations have a “point person” who has responsibility for risk man-
agement. One conclusion that we (as well as others) have reached is that
businesses have not yet agreed upon any typical way to integrate SCRM
into their decision-making processes.? The challenge is not about creating
an organizational design that is dedicated to risk management, something
that is unlikely to happen at most organizations. Rather, the challenge is
to take various design features, many of which are already in place, and
incorporate risk management responsibilities. The following illustrates a
variety of design features that are ideal for including risk management as
part of their scope.

S&OP Processes. Sales and operations planning is an internal, cross-
functional process, usually supported by teams, whose primary output is
a 6- to 18-month production schedule for product categories and families.
The objective of S&OP is to develop an output plan that minimizes total
costs given a specific demand plan. This process is an ideal way to bring
the demand and supply sides of a value chain together, something that
in itself has positive risk implications. Given that cost minimization is a
major objective of any S&OP process, finance will play a major role in
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any planning exercises. The S&OP process, which is conceptually simi-
lar to the more traditional aggregate planning process, formally reviews
customer demand and supply resources and updates plans quantitatively
across a rolling time horizon. An S&OP process may be one of the best
preventive steps a company can take to address operational risk, particu-
larly those risks that arise from poor supply and demand planning.

Companies have been creative in how they practice S&OP. A central
supply chain planning group at a leading chemical company has extended
its S&OP concept by assuming responsibility for all of the activities associ-
ated with demand and supply planning and execution except production.
Using sophisticated algorithms, supply chain planners have responsibility
for managing the flow of a product’s raw materials and information from
suppliers all the way through to customers. No hand-offs of information
take place between demand and supply groups, creating a clear respon-
sibility and accountability for demand planning, supply planning, and
customer service. Other companies have expanded their S&OP process to
directly include inventory planning and management, calling their process
S&IOP. Here, the letter “I” represents inventory planning. Advanced com-
panies are also beginning to model external risk probabilities and scenar-
ios into their S&OP process. Chapter 14 will highlight one such company.

Collaborative Planning, Forecasting, and Replenishment (CPFR)
Process. CPFR follows a defined organizational framework that combines
the intelligence of multiple trading partners in the planning and fulfill-
ment of customer demand across a supply chain. It has the stated objective
of increasing product availability to customers while reducing inventory;,
transportation, and logistics costs.’> A key part of CPFR involves collab-
orative forecasting, which is the process of collecting and reconciling
information within and outside the organization to come up with a single
projection of demand. Like S&OP, the direct linkages between effective
planning and better risk management should be clear. And, like S&OP, it
is relatively easy to see how this process can be expanded to consider risk
issues during the planning process.

Executive Responsibility. Another organizational approach involves
making a single executive ultimately responsible for demand and supply
planning activities. A leading U.S. company has created the position of
vice president of supply chain management and charged that executive
with responsibility for worldwide supply planning and replenishment,
demand and finished good forecasting, inventory planning, primary
customer order fulfillment and logistics, and integrating supply chain
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- Demand Planning

| Sub-Tier Suppliers ||First-Tier Suppliers| | Producers | |Distribution| | Customers|

Supply Planning

| |
3

Vice President of Supply Chain Management

O Responsible for or linked to the worldwide purchasing organization and the
supply management process

O Responsible for demand and finished goods inventory planning and execution

O Responsible for primary customer order fulfillment centers and logistics

O Responsible for leading supply chain risk management initiatives

FIGURE 3.1
Executive supply chain position.

activities with operational positions. The primary objective here is to cre-
ate a single point of accountability for satisfying end customer require-
ments at the lowest total cost. A logical step would be to expand these
responsibilities to include risk planning and assessment. Figure 3.1 illus-
trates how an executive position that also has oversight for supply chain
risk management might be structured.

Aligned with the idea of executive responsibility (and accountability) is
the position of a chief risk officer. No clear agreement exists among aca-
demics and practitioners whether a chief risk officer responsible for supply
chain risk is a good idea, although a survey by Accenture reveals that at
the corporate (i.e., enterprise resource management, ERM) level, 98% of
organizations have a chief risk officer.* The need for a chief risk officer
within the supply chain domain is often situation specific and will vary
from company to company, perhaps even from industry to industry. It is
always tempting to create a new position, whether it is the czar of lean,
total quality, or sustainability, and to charge that individual with responsi-
bility for “making things happen.” Isn’t this new position visible evidence
that decisive action is being taken? If only it were that easy. The success
record for such positions is, unfortunately, mixed. These positions often
lack the resources and authority to effect meaningful change across well-
protected organizational turfs. With this model, far too many people are
content with letting someone else take responsibility for managing risk,
and conversely, taking the blame when things do not go well.
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Organizing around Processes. Something that we know for certain
is that effective risk management requires open sharing of supply chain
information. Another thing we are certain about is that functional orga-
nizational designs, while generally effective at moving information up
and down the command and control structure, are not nearly as effective
sharing information laterally across functional groups. Unfortunately, as
it relates to supply chains, vertical movement increases the possibility that
the right groups will not have access to the right kinds of information,
including risk information. Functional designs tend to be risk manage-
ment inhibitors rather than enablers. We can safely assume that effective
risk management will benefit from a horizontal (i.e., cross-functional)
rather than vertical (i.e., functional) view of the supply chain.

One way to counter any potential issues or risk from inadequate sharing
of information or poor coordination of activities across the supply chain
is to create a process-centric organization. Numerous books and articles
have been written highlighting the advantages of a process-centric orga-
nization.” Research evidence suggests that an often-predicted movement
away from strict functional alignments is already occurring. One study
revealed a clear link between organizations that are structured around
major processes and their ability to attain their supply chain objectives,
including better management of risk.® This study also concluded that
process-centered design features, such as the use of cross-functional teams
along with executive positions responsible for overseeing processes rather
than narrower functional tasks, should show large increases in usage com-
pared with more traditional design features.

Taking a process view helps manage the conflicts and trade-offs that
inevitably occur as work crosses functional boundaries. Ineffectively
managing these conflicts and trade-offs can have serious risk implica-
tions. (A trade-off is a balancing of factors, all of which are not attainable
simultaneously.) Left unattended these crossing points can easily lead to
conflict, competition, and inefficiency. A process orientation, at least in
theory, should promote the seamless movement of work and information
across boundaries.

Part of the reason that conceiving of work in terms of processes can be
challenging is that most of us have been trained to think in terms of physi-
cal processes. This includes the technology and equipment to convert raw
and direct materials into finished products. These are the processes that
we see, touch, and hear. But that is not the only kind of process that we
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see in supply chains. Most of us work within organizational or business
(i.e., nonphysical) processes such as fulfilling customer orders, develop-
ing new products or services, estimating customer demand, or evaluating
and selecting suppliers. Some refer to organizational processes as busi-
ness processes.

Organizational Work Teams. Whether we like it or not, the use of
teams is just about everywhere in supply chains and is a popular and grow-
ing organizational design option. A partial listing of teams and groups
involved with some aspect of supply chain management is as follows:

o Customer Advisory Board—An executive-level group that brings
suppliers, customers, and the original equipment manufacturer
(OEM)/producer together to share information such as end cus-
tomer requirements and risk issues

« Buyer-Supplier Council—An executive-level group that includes an
OEM/producer and a rotating group of key suppliers to share infor-
mation such as product and strategy development plans

« Global Sourcing Steering Committee—An executive-level group that
has responsibility for overseeing centrally led global sourcing initiatives

« Commodity Management Team—A team that has responsibility
for managing commodity groups or categories of purchase require-
ments with responsibility for supplier selection decisions, relation-
ship management, and increasingly risk management

« Demand and Supply Planning Team—A cross-functional planning
group that identifies and balances downstream customer demand
requirements with upstream supply availability

 Buyer-Seller Improvement Team—A cross-organizational team that
focuses on tangible supply chain improvement opportunities and
projects between the buyer and seller, such as supplier development
opportunities

o Value Analysis/Value Engineering Team—A continuous improve-
ment team that has responsibility for enhancing customer value by
systematically analyzing the relationship between product/service
function and cost

« Customer Order Fulfillment Team—A cross-functional team that
has responsibility for managing the customer order fulfillment pro-
cess from order entry to final delivery, sometimes including through
final customer payment
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o New Product Development Team—A cross-functional team that has
responsibility for developing new products and services, ideally with
supplier and customer support

« Supply Chain Process Management Team—A cross-functional team
that has responsibility, usually on a full-time basis, for managing
and improving critical supply chain processes

+ Customer Relationship Management and Service Teams—Teams
that have responsibility for managing longer-term relationships with
key customers

What does such a wide variety of groups and teams have to do with sup-
ply chain risk management? While the use of teams presents challenges
that are beyond the scope of this chapter, they also present a tremendous
opportunity to embed risk considerations into many settings. Every team
listed above should address risk issues as part of their scope.

The use of organizational design features across a supply chain is var-
ied, which means that opportunities exist to engage in risk-related dis-
cussions that consider supply chain management and risk management
topics simultaneously.

Information Technology

Information technology supports risk management excellence by enabling
the seamless availability, analysis, and movement of supply chain data
and information, thereby allowing more informed decisions. Regardless
of the type of information technology platform or software used, supply
chain systems should have the ability to capture and share information
across functional groups and organizational boundaries in real time or
near real time. This may involve transmitting the location of transpor-
tation vehicles with global positioning systems, transmitting material
requirements with web-based electronic data interchange systems, or cap-
turing demand and replenishment data using bar code technology. Radio
frequency identification (RFID) tags are also beginning to capture real-
time data about material and product movement.

It is important to understand the important role that shared, real-time
data can provide to risk managers. A powerful outcome occurs when real-
time data and predictive analytics are combined to anticipate what will
happen rather than react to what did happened. Knowing what will happen
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with a relative degree of certainty enables supply chain mangers to take
preventive action, something that is the holy grail of risk management.

There is no question that “big data” is the next big thing in the IT world.
Big data is the efficient analyzing of massive amounts of the data that
organizations collect every day. Combining massive amounts of data with
sophisticated algorithms comes under a variety of names, including
big data, predictive analytics, data analytics, and business analytics.
Predictive analytics are being used to anticipate customer purchases, iden-
tify demand patterns, predict the occurrence of crimes (something called
predictive policing), anticipate patient heart attacks, and identify truck
maintenance problems (to name but a few applications). Its relevance to
better risk management practices is obvious.

Some companies scan massive amounts of data to determine the best
combination of operating variables to achieve a desired outcome at the
lowest total cost. A major trucking company, for example, monitors in
real time every aspect of the performance of its fleet as well as the driving
behavior of its drivers. Is a driver driving too fast or slow? Is the engine
performing properly? Is the driver letting the truck idle too long? What
is the best combination of operating parameters that yields the highest
miles per gallon? Besides helping the company optimize its fleet opera-
tions, the data also track compliance to hours of service regulations. Of
course, the drivers have their own opinion about this real-time visibility.

What has made the predictive analytics suddenly become popular is the
development of Hadoop (named after the developer’s son’s toy elephant),
an open source system that mimics the “divide and conquer” approach
taken by Google.” This system can also handle data that do not fit neatly
into a spreadsheet. The Hadoop approach spreads tremendous amounts of
information across data centers and then probes that pool of data quickly
and inexpensively for answers to queries. This is in contrast to traditional
data warehouses that cram as much well-organized information as possi-
ble onto a few expensive computers and then “crunch” the data as the sys-
tem searches for answers. A second wave of new start-ups, as well as some
big-name companies, is developing easier-to-use versions of Hadoop. They
are also extending the use of inexpensive servers to analyze new categories
of data, including blogs, pictures, videos, tweets, and even medical images.
The ability to use analytics to predict risk events will be a “game changer.”
This topic is so important that Chapter 11 focuses on using analytics to
predict the future and manage risk.
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Measurement Systems

A third enabler includes the measures and measurement systems that are
in place to provide insight into the many facets of SCRM. Measurement
systems in general come under criticism for some good reasons (too many
measures, too few measures, measures that drive the wrong behavior, mea-
sures that are backward looking, measures that focus on activity rather
than accomplishment). In the risk management arena, the most obvious
criticism is the lack of measures that relate directly to risk, although many
measures have indirect risk connections. A parts-per-million quality met-
ric provides insight into quality problems, which will have a secondary
relationship to operational risk. What we often fail to see in supply chain
management are measures whose primary objective is to capture and
report on some element of supply chain risk. Chapter 13 will present a set
of leading-edge measures that address supply chain risk specifically.

Why do we even need risk-related measures and measurement systems?
First, objective measurement supports making fact-based decisions about
risk issues. Measurement is also an ideal way to communicate informa-
tion across a supply chain and to promote continuous improvement and
change. Measurement also conveys what is important by linking critical
risk-related measures to strategies and desired business outcomes. Finally,
measurement helps identify whether new initiatives are producing the
desired results. Measurement may be the single-best tool to make risk
management an embedded part of a company’s culture.

An example of a system that uses defined measures and algorithms to
focus directly on risk is Boeing’s SINC (Supplier Insight and Control) sys-
tem. The vision of the SINC process is to deliver early identification of sup-
ply chain risks and improve decision-making capabilities. In this system,
suppliers input data that pass through various measures and algorithms
to arrive at performance predictions. The SINC process promotes collabo-
ration with suppliers and provides early risk identification through the
collection and use of Boeing and supplier process data. The SINC system
focuses on insight rather than oversight.

While measurement is a critical enabler, it is certainly not unique to
supply chain or risk management. A convincing argument can be made
that risk measurement systems are not nearly as developed as they are
in finance or marketing, for example. It might be tempting to ask why
measurement is important enough to be considered a risk management
enabler. The bottom line is that any major strategy or change, including
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cultural changes, requires a way to validate success. Measurement is a pri-
mary way to validate that success.

Talent Management

Something that we are confident about is that risk management, while
increasingly supported by sophisticated tools and techniques, is still a
“people” operation. Those who make risk decisions often have dozens of
years of experience and insight, something that is called “deep smarts”
or organizational wisdom. And therein lies the challenge. In the United
States, every eight seconds on average a member of the 76 million baby-
boomer generation turns 65. So what does that mean? It means that a huge
generation of employees has started to retire, taking with them years of
knowledge and experience. Instead of viewing this as a negative, it can
also be an opportunity to craft a workforce that is not committed to exist-
ing ways of doing business. It also offers the opportunity to practice some-
thing called talent management, arguably a term that is becoming trendy
and overused.

Talent management is the process through which employers anticipate
and meet their needs for human capital.® Without question, effective sup-
ply chain risk management benefits from having the right set of tools and
techniques. Never forget, however, the importance of having the right
people who know how to develop these tools as well as how to use them.

An ongoing challenge is finding employees who are capable of more
than simply taking a tactical and limited view of the supply chain. This
includes understanding how to incorporate risk topics with everyday
business topics. Ideally, we want employees who not only understand the
basics of supply chain management; they also need to have the ability
to identify and anticipate potential risk outcomes. Over and over we see
companies that have developed decentralized supply chain groups that are
proficient at tactically managing transactions and material flow through
a relatively uncoordinated network (something that itself presents risk).
Understanding how various internal and external groups must collaborate
to manage a value chain, including from a risk management perspective,
is not as well understood.

What should we broadlylook for in terms of human capital and risk man-
agement? First, employees who can view the supply chain holistically and
in terms of linked processes are an absolute requirement. These employ-
ees must also understand their company’s business model, including how
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risk management fits into that model. They must also understand how to
manage critical supply chain relationships with a keen eye on risk man-
agement. A strong knowledge of cost and risk management techniques
combined with the ability to engage in statistical analysis and fact-based
decisions is also a necessity. The ability to walk on water would also be a
definite plus. The knowledge and skill set required of tomorrow’s supply
chain professional is a bit more demanding than what we see today.

A challenge moving forward concerns how to acquire, assess, retain, and
develop people with the knowledge and skills who are proficient at supply
chain risk management. Table 3.1 provides some approaches for ensuring
a continuous flow of highly qualified supply chain personnel. As this table
shows, there are many ways to acquire and develop human resources.

As it pertains to how people view and perhaps even manage risk, inter-
esting differences occur between genders. A body of research has con-
cluded that women tend to focus on the odds of winning (the risk), while
men focus on the payoff or reward. As a result men, on average, are more
willing to take risks even when empirical evidence shows something to
be inherently risky. Women tend to be more cautious in their actions and
deliberate in their analysis. While at first glance this timidity may appear

TABLE 3.1

Talent Management Strategies for Acquiring and Retention

Approaches for Acquiring Talent ~ Approaches for Developing and Retaining Talent

Develop closer relationships with Assign team leadership roles as a way to develop

a select group of colleges to leadership talent

recruit interns and graduating Assess current knowledge and skill gaps by

students employee and position with customized
Recruit management consultants development plans

who are leaving the consulting Develop true mentoring programs

industry Implement job rotational programs for high
Recruit talent from other potential new hires

comparies Offer continuous and customized training
Recruit talent from the open programs to employees

market

Develop career ladders that illustrate career paths
Recruit talent from other internal

. Practice talent analytics, which involves adopting
functional groups

sophisticated methods for analyzing employee data
Recruit honorably discharged

Create leadership development programs
veterans

Reward personnel skill advancements

Benchmark talent management best practices,
including market salaries
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to be a sign of weakness, it can also provide the correct reading of risk.
And when women do select a course of action, they will work as diligently
and often more successfully than men because they are selecting battles
they are more likely to win.?

It is difficult to overstate the relationship between these four enabling
areas and the successful pursuit of risk management strategies. The
importance of people, organization, systems, and measurement will not
diminish over time, making the need to build a strong foundation across
these four areas a continuous challenge.

LINKING SUPPLY CHAIN RISK MANAGEMENT
AND SUPPLY CHAIN STRATEGY

A second major part of building a risk management foundation is forging
the critical linkages between risk management strategy and supply chain
strategy development. At some point we expect to see risk management
become an embedded consideration during the development of not only
supply chain strategies but also corporate or business strategies.

The concept of strategy, at least on paper, is relatively straightforward.
A strategy is a conceptualization of an organization’s long-term objectives
(which are aspirations) and purposes, broad constraints and policies that
affect activities, and the current set of action plans (tactics) and near-term
goals expected to help achieve an organization’s objectives. An effective
supply strategy consists of a number of parts—objectives, constraints,
plans, and goals. A clear sign that an organization has achieved a level of
maturity within a particular area is the presence of well-crafted strategies.

Making risk assessment a required part of any strategy development
process makes sense for several reasons. Combining risk assessments with
business strategies requires participants to consider risk issues. No longer
can ownership for risk be deferred to another individual or group or an
assumption made that risk will be considered at a later date. Making risk
plans part of the strategy development process also helps embed risk man-
agement into the corporate culture. Participants begin to understand they
cannot propose a strategy without a well-thought-out risk plan as part
of that strategy. And these participants will come to realize they are the
owners of the risk management process. Finally, making risk assessment
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part of any strategy development process usually does not require major
changes to the strategy development process.

It should not be hard to grasp the logic behind identifying potential
risks whenever strategies are developed. Many of these risks will qualify
as constraints that have the potential to affect strategy success. The risk
management approaches and techniques that are put in place should be
viewed as tactics. The following identifies an important way to link risk
management strategies and supply chain commodity strategies.

Integrating Risk Management with Commodity
Strategy Development

Clear evidence of organizational maturity is the presence of well-thought-
out strategies, which in supply chain management includes commodity or
category strategies with suppliers. A purchase commodity or category is
simply a like grouping of items or services. Some easy yet powerful ways
are available to embed supply chain risk management directly into the
commodity strategy development process.

A set of questions should be asked when crafting commodity strategies.
The following provides a listing of the kinds of questions to consider when
crafting a commodity strategy. It becomes relatively easy to incorporate
risk management into this list. Performing a thorough strategy assessment,
as demanded by the items below, is in itself a risk management technique.
When crafting a commodity or category strategy, participants should ask

« What are the broad objectives of the strategy?

« What functional groups should be involved in strategy development?

« Whataretheinternal customer requirements for thisitem or commodity?

« What are the current expenditures by commodity and supplier?

« Whatare the future volume requirements for this item or commodity?

o What is the performance of the current supplier?

o Who are the other potential suppliers in the marketplace and what
are their capabilities?

» What other companies are competing for supply?

« Should we develop a domestic, regional, or worldwide contract?

« Should we rely on single or multiple suppliers?

o How should we divide the total spend if multiple suppliers are used?

« Do we want short-term or longer-term contracts?
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» What are our pricing targets?

« Whatnonpriceissuesshould we consider during contract negotiation?

« How do we measure supplier performance during contract
performance?

« What specific services, such as inventory management or design
support, will we seek from the supplier?

« What is the power relationship among the participants in the sup-
ply market?

« How can we promote continuous performance improvement?

« What type of supplier relationship should we pursue?

« Who will have responsibility for managing the supplier relationship?

« What specific contract clauses should we include?

« What is our negotiating strategy?

« What contract and supply chain performance risks do we need to
consider?

« What risks may affect the supply market and suppliers?

o What risk prevention and mitigation actions should we put in place
to address commodity and supplier risks?

Something that should increasingly be required is for commodity teams
to include risk assessment plans as part of their formal commodity strate-
gies. This forces commodity teams to assume responsibility for risk man-
agement rather than shifting that responsibility to another party. Recall
from Chapter 1 that a risk assessment plan is an extension of a risk analy-
sis. The risk plan is a document that defines known risks and includes
descriptions, causes, probabilities or the likelihood of risk occurrences,
costs, and proposed risk management responses. It can easily be included
as part of a formal commodity strategy.

Commodity Risk Analysis and Plans. What does a risk analysis look
like? The following provides some guidance regarding the format and
content of a risk analysis report that could become part of a commodity
strategy. These risk plans can also be developed independent of commod-
ity strategies. To the best of our knowledge, no industry-accepted format
exists regarding what a risk analysis should or should not include.

Section 1: This section includes an external intelligence report that
describes in detail the supply market for the commodity/material.
Who are the major suppliers and where are they located? Who are
the major customers? What are the supply trends? Are there specific
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supply and demand price drivers? What is the overall competitive
environment of the market for this commodity?

Section 2: This section identifies and categorizes risk(s), including a
detailed description of each risk (i.e., not a generalization such as
“potential supply disruption” or “bad weather”).

Section 3: This section requires the development of a risk scenario map
with each risk numbered and plotted on the map. The dimensions
of the map can include the probability of a risk occurring and its
expected impact if it were to occur.

Section 4: This section contains a comprehensive risk management
plan that identifies risk management actions that describe how to
manage the risks identified in Section 2. This section should also
include a timeline that shows how and when to carry out risk man-
agement actions.

Section 5: This final section includes a listing of objective references
and information sources about the demand and supply market for
that item and supplier(s). It should identify why each information
source is valuable. Particular emphasis should be given to informa-
tion sources that are updated on a regular basis.

THE ULTIMATE RISK—IMPROVE OR ELSE!

A number of years ago executive management at a major steel producer
presented an ultimatum to its subsidiary railroad units: Achieve a certain
level of return on net assets (RONA) or risk divestiture from the parent
company. Historically each railroad operated as its own business entity,
and the parent company measured the financial performance of each unit
separately. For the first time it became obvious that the different railroads
needed to coordinate their activities across many different dimensions or
face a very uncertain future.

This case illustrates how a strategic risk (divestiture from the parent
company) was avoided through actions supported by stressing the four
enablers described in this chapter—effective measurement, organizational
design approaches supported by strong central leadership, capable human
resources, and the extensive use of information technology. Combining
these four enabling areas with strong central leadership changed the way
this company conducted business with its suppliers.
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Rallying around a Superordinate Measure

A key learning from this case involves the power of a seemingly ordinary
measure (RONA) to become a superordinate measure that helps reduce
risk at the corporate level (the measurement enabler). A superordinate
measure is one that no single part of an organization can achieve on its
own. By definition, the presence of superordinate measures demands that
different groups work together or fail individually.

An emphasis on net asset return began when executive management
challenged the railroads to develop new ways to meet or exceed an estab-
lished RONA target. Figure 3.2 shows how this company measures RONA.
A focus on this measure forced different functional groups to think
about the big picture and how they each impacted that picture. The cor-
porate decree to improve RONA forced functional groups to devise cre-
ative ways to increase earnings while simultaneously reducing assets and
other liabilities.

Figure 3.2 also shows how various groups were responsible for dif-
ferent parts of the RONA equation. Accounting worked to improve
accounts receivable and payable while marketing assumed responsibility
for increasing revenue outside the parent company. Finance had respon-
sibility for validating the savings and the numbers that populated the
RONA equation.

Operations: Focus on improved forecasting, better
Marketing and Sales: Focus on increasing revenue management of capital equipment requirements

from non-parent company operations
Finance: Track, validate, and
report overall progress

Return on Net Assets = (Invenfo/ry + Accounts Recei’ydgle

Property and Equipment + Othe
Assets) — Accounts Payable

Procurement: Focus on longer-term systems contracts Accounting: Focus on better management of
featuring lower prices and consignment inventory receivables and payables
FIGURE 3.2

Managing return on net assets (RONA).
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A small centralized purchasing group (the organizational design
enabler) focused extensively on the denominator of the RONA equation.
This group was responsible for developing innovative ways to manage
spare inventory, which for the railroads represents a major financial com-
mitment. This group radically changed how the railroads contracted with
suppliers, changes that resulted directly in better financial performance
and reduced risk.

Managers from the departments responsible for supporting the RONA
target met regularly to share information and to discuss progress against
their financial return targets. A sense of urgency surrounded these meet-
ings simply because the risks were so high. The railroads viewed their asset
return achievements as objective evidence of their contribution to the par-
ent company.

Reducing Supply Risk through a New Approach to Contracting

The central purchasing group’s approach to improving RONA involved the
development of three-year systems contracts that featured consignment
inventory. Previously, contracts with suppliers, if they could be called that,
were developed by the individual railroads annually. Inventory consign-
ment involved deferring payment for an item until a user at a railroad
physically takes an item from a yard or warehouse and receives it into
the railroad’s inventory. The central procurement group developed 25 to
30 systems contracts, each covering around 25 items, with six suppliers.
Contract renewal or renegotiation occurred every three years.

The procurement group redefined how the railroads sourced materi-
als, a change that reduced financial and strategic risk. The previous pro-
curement model featured each railroad issuing its own annual purchase
orders. This model, which almost always featured annual price increases,
was replaced by contracts that combined the volumes of the six railroads
to realize more attractive prices and service. The central procurement
group represented the interest of the six railroads not only when develop-
ing companywide contracts and but also during supplier negotiations.

While systems contracting is a radical departure for this company and
its suppliers, it was not new to the head of the purchasing group. This indi-
vidual had extensive experience with systems contracts and consignment
inventory while working at General Electric (the human talent enabler).
This highlights a major lesson here—transferring knowledge from one
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industry to another can provide tremendous benefits, particularly when
dealing with a less-sophisticated industry.

Early in the process, purchasing announced that it would not accept
higher prices due to any inventory carrying costs for the consigned inven-
tory. During negotiation planning, purchasing used previous costs as a
basis for price negotiation, although some suppliers attempted to add con-
signment costs into their purchase prices.

Why would suppliers agree to a systems contract that requires them to
assume inventory carrying costs? The major incentive was three-year con-
tracts that resulted in greater volumes that offset any consignment costs.
Furthermore, the willingness of the railroads to take ownership of unused
consigned material from suppliers at the end of each year reduced some
supplier risk exposure.

Purchasing relied extensively on spreadsheet tools to analyze purchased
items. Tying into the railroads’ automated inventory databases, the pur-
chasing group calculated actual usage and company-wide requirements,
identified potential systems contract part candidates, and calculated
inventory investment figures (the IT enabler). Spreadsheets were also used
to analyze supplier-provided data before commencing formal negotiations.
Computerized spreadsheets that retrieved data from various databases
were invaluable when developing systems contracts. What became evident
from this analysis was that a supplier may not be competitive across all
items being considered on a systems contract, something that encouraged
the development of “configured supply networks.” Figure 3.3 explains the
concept of a configured supply network with a simple set of data.

The purchasing group also conducted frequent meetings with the presi-
dent of the railroads to report on progress. The president’s agreement with
the systems contracting approach sent a strong message to suppliers con-
cerning the seriousness of this new way of doing business. Meeting with
executive management also served to protect the president from being
caught unaware or being unduly influenced when contacted by suppliers
who preferred the old way of doing business.

Systems Contracting Benefits

Systems contracting featuring consignment inventory produced direct
benefits for the railroads. First, purchasing achieved its primary goal of
reducing inventory investment by almost 50%. Cash flow also improved
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Assume suppliers provide the following quotes for supplying system contract items.
Step 1: Working row to row, identify the lowest price for each item.

Item/Part Number Supplier A Supplier B Supplier C Supplier D
442311 Gloves $1.26 (per unit) $1.65 $1.45 $1.29
338922 Wax $7.45 $7.61 $6.15 $6.90
9963782 Glasses $2.10 $2.54 $2.43 $2.91
746322 “D” Batteries $.40 $.30 $.36 $.35
854471 Soap $4.45 $4.01 $4.55 $4.50
Step 2: Calculate the total dollars based on annual volumes. Each cell = (price x volume)

Annual Volume Supplier A Supplier B Supplier C Supplier D
Gloves—80,000 $100,800 $132,000 $116,000 $103,200
Wax—5,250 $39,112 $39,952 $32,287 $36,225
Glasses—3,000 $6,300 $7,620 $7,290 $8,730
Batteries—30,000 $12,000 $9,000 $10,800 $10,500
Soap—8,000 $35,600 $32,080 $36,400 $36,000
Total $193,812 $220,652 $202,777 $194,655

Step 3: Sum the shaded areas to arrive at a cost of $180,467, which is almost $13,000
less than the lowest cost Supplier A ($193,812).

Step 4: Configure the supply network to use different suppliers for specific items

to take advantage of price differentials.

FIGURE 3.3
Creating a configured supply network.

due to lower ordering and inventory carrying costs. The railroads also
avoided or deferred price increases due to fixed pricing agreements.
Systems contracts have also allowed for some downsizing as suppliers
assumed responsibilities for delivering and placing physical inventory in
storage at the rail yards and warehouses. In short, there was a great deal
to like here.

While the parent company failed to achieve its own financial targets,
the railroads achieved net asset returns of over 50%, prompting some to
suggest that perhaps they should divest themselves of the parent company.
This new way to operate, supported extensively by the four enablers out-
lined in this chapter, helped the railroads avoid their ultimate risk—their
own demise!

CONCLUDING THOUGHTS

It is inevitable that the evolving discipline called supply chain risk man-
agement is going to be more complex, sophisticated, and demanding
compared with what we face today. The development of risk management
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strategies must become more commonplace, and this demands building

a foundation of people, systems, measures, and organizational design
that supports risk management excellence. After thinking about the four
enablers presented in this chapter, how many of us would logically con-

clude these enablers are not critical to effective risk management?

Summary of Key Chapter Points

Perhaps one of the most underappreciated parts of corporate suc-
cess, including successful risk management, is the role that organi-
zational design plays.

Supply chain risk management is rarely established as a distinct
function within a company, although most organizations designate
a “point person” with responsibility for risk management. Businesses
have not yet agreed upon any typical way to integrate supply chain
risk management into their decision-making processes.

Various design features are ideal for including risk management as
part of their scope, including sales and operations planning; collab-
orative planning, forecasting, and replenishment processes; execu-
tive responsibility; organizing around processes; and organizational
work teams.

Regardless of the type of information technology platform or soft-
ware used, supply chain systems should have the ability to capture
and share information across functional groups and organizational
boundaries in real time or near real time.

It is important to understand the important role that shared, real-
time data can provide to risk managers. There is no question that
“big data” is the next big thing in the IT world.

Measurement supports making fact-based decisions about risk issues.
Measurement is also an ideal way to communicate information, pro-
mote continuous improvement, convey what is important, and iden-
tify whether new initiatives are producing the desired results.

A second major part of building a risk management foundation is
forging the critical linkages between risk management strategy and
supply chain strategy development.

Making risk assessment plans a required part of any strategy devel-
opment process forces participants to consider risk issues when
developing strategies while helping to embed risk management into
the corporate culture.
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A supply market risk analysis should include a supply market intel-
ligence report, a categorization of identified risks, a risk scenario
map, a comprehensive risk management plan that identifies specific
risk management action, and a listing of references and information
sources that include objective information about the demand and
supply market.
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Strategic Risk

If there is one item that is the lifeblood of chocolate producers, it is cocoa.
And if there is one item that presents a strategic risk to chocolate produc-
ers, it is cocoa. Around 70% of the world’s cocoa crop is concentrated in five
African countries, in a region that is not known as the most stable place to
obtain raw materials. Furthermore, several years ago, a handful of traders
took possession of almost all the cocoa beans in certified warehouses in
Europe, raising legitimate concerns about commodity manipulation.

Even on a good day cocoa can be risky to grow as yields are lower com-
pared with other crops, access to fertilizer is limited, and the cocoa crop
is highly susceptible to pests. Not surprisingly, cocoa growers are increas-
ingly shifting to more profitable crops such as rubber while younger farm-
ers are reluctant to become cocoa farmers in the first place. None of this is
good news to chocolate companies.

Major chocolate companies have come to the conclusion that they must
work directly with farmers to introduce trees that increase crop yield,
to eradicate pests and disease, to provide training and education, and to
make sure farmers have access to fertilizer.! They are also working to make
the financial model for growing cocoa beans more viable. These compa-
nies are trying to be proactive in the face of a strategic risk that can affect
the success of a global industry.

This chapter addresses a specific category of risk called strategic risk.
While countless corporate-level actions, decisions, and random events
can create strategic risk, this chapter focuses on supply chain areas that
have clear strategic linkages when not managed or anticipated properly.
We will focus on strategic risk within three areas—strategic risk that
results from new product failures, theft of intellectual property, and exter-
nal intelligence failures. We also provide advice about how to minimize
the strategic risk related to each area.

67
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WHAT IS STRATEGIC RISK?

Before discussing various supply chain areas that can elevate risk to the
strategic level, let’s be clear about what we mean here. A good place to
start is by understanding what is meant by strategic, a word that is one of
the most overused terms in business. In fact, it is so overused that it often
becomes difficult to know when something truly is strategic.

Something is strategic if it is necessary to or important in the initia-
tion, conduct, or completion of a strategy or strategic plan.? Another per-
spective says that something is strategic if it relates to the identification of
long-term or overall aims and interests of an organization and the means
of achieving them.? However, all of the definitions tie into the notion that
something is strategic if it has the ability or potential to affect the inte-
grated whole, which means affecting an entire business or its continuity.

Now that we understand the word strategic, let’s understand strategic
risk. One perspective views strategic risks as those risks that are most
consequential to an organization’s ability to execute its strategy, achieve
its business objectives, and build and protect value.* Another perspective
views strategic risk as the current and prospective impact on earnings or
capital arising from adverse business decisions, improper implementation
of decisions, or a lack of responsiveness to industry changes or forces.> And
a third view defines strategic risk as an array of external events and trends
that can devastate a company’s growth trajectory and shareholder value.
This third view further categorizes strategic risks into seven major classes:
industry, technology, brand, competitor, customer, project, and stagna-
tion.® Consider the strategic risk to the producers of the lucrative Fast
and Furious franchise. When Paul Walker, a major star of this series, was
killed in an unrelated accident during the filming of Fast and Furious 7,
Universal decided to indefinitely postpone the $200 million project, even
though the movie was well into filming. The death of a film star during
production is perhaps the ultimate strategic risk for a movie company.

Strategic risks are those that capture the attention of the board of direc-
tors. And these are the risks that make their way onto the 10-K report as
enterprise risks. These risks have the ability to affect business continu-
ity, erode a company’s brand image, and adversely impact market share.
As mentioned in Chapter 1, supply chain risks are increasingly becoming
part of the enterprise risk listing, something that makes supply chain risk
management a growing concern to executive management. The following
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presents three supply chain-related areas that minimize strategic risk
when managed properly.

REDUCING STRATEGIC RISK THROUGH
BETTER PRODUCT DEVELOPMENT

It is widely accepted that the successful development of products and ser-
vices is an important part of what differentiates one firm from the next. In
fact, alarge body of literature has identified product development as a core
process playing a major role that supports global innovation and competi-
tiveness. The process of discovery, development, and commercialization
of products and services is a major source for innovation and growth. It is
also a process that when performed poorly has strategic risk implications,
particularly as it relates to a company’s reputation and brand equity.

This discussion is not about how to develop new products and processes.
Other sources address that topic well. Instead, we look at how to make
product development better from two perspectives. The first perspective
presents a set of best practices during product development. The second
looks at the emerging process of integrating new product development and
risk management. Better product development means less business risk.

New Product Development Best Practices

A well-designed product development process can lead to many ben-
efits, including reduced market risk, shorter development times, and first
mover advantages that capture market share or create barriers to entry.
An analysis conducted by Industry Week revealed hundreds of ways to
develop products and services faster, better, and smarter. Our experi-
ence with leading companies suggests that the biggest improvements in
product development are the result of a well-defined set of practices that
requires a closer look.

Concurrency. Concurrency during product development is defined by
two dimensions. The first is the simultaneous development of products
along with the physical processes required to produce them. The second
dimension involves the simultaneous rather than sequential involve-
ment of functional groups during development. Sequential development
(or what some refer to as linear development) features a “handing off”
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of work from one functional group to another, something that requires a
time-consuming learning period after each hand-off. It also results in far
too much work being handed back for revision when a later group finds a
design to be unworkable.

What is it about a concurrent approach with cross-functional teams that
is attractive? A concurrent approach requires cross-functional agreement
throughout the development process, which minimizes time-consuming
and costly design changes at later development stages. This approach also
supports the interaction of competent professionals, something that usu-
ally leads to better decisions. Furthermore, concurrency offers opportuni-
ties for early customer and supplier involvement, accelerated learning as
cross-functional team members learn simultaneously rather than sequen-
tially, and the establishment of organizational rather than more limited
functional goals. Some good reasons exist to pursue a concurrent approach
to product and process development.

Early Involvement. Most executive leaders now appreciate the value of
external involvement during product development, and they further rec-
ognize the need to involve suppliers and customers earlier rather than later
in the process. Recently, a leading maker of appliances relied on a supplier
to act as a system integrator for a complex module. The integrator assumed
design leadership, selected the component suppliers, and managed those
suppliers during development and production. For the first time this orig-
inal equipment manufacturer (OEM) did not suffer product launch delays
or cost overruns related to this module. Launch delays and cost overruns
are key risks that are part of every product development project.

A meaningful relationship exists between supplier involvement on
teams, including product development teams, and a variety of desirable
outcomes. Teams that involve suppliers, formally or informally, are gen-
erally more satisfied with the exchange of information with suppliers
compared with teams that do not include suppliers. These teams also note
fewer problems coordinating external work activity with a higher reliance
on suppliers to support a team’s goals. Perhaps most importantly, external
evaluators rate teams that involve suppliers as more effective with greater
effort put forth toward their assignments or projects compared with teams
where supplier involvement was lacking.

While early involvement with suppliers sounds easy, the process does
bring with it some issues. Confidentiality of information continues to be
a major concern when involving external organizations in something as
strategically important as product development. Other concerns include
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not knowing how to pursue early involvement, maintaining too many
suppliers for a given requirement, or external relationships that are adver-
sarial rather than cooperative. Given the expected growth in product
teams that includes suppliers and customers, overcoming any barriers to
early involvement, each of which presents a clear risk to the success of the
process, must become a priority. Fortunately, none of these barriers vio-
lates the laws of physics.

Use of Information Technology. Successful product development
groups rely extensively on software to accelerate and improve the devel-
opment process, another best-practice characteristic. Software is avail-
able that supports product and process development through design of
experiments, quality function deployment (i.e., translating customer
wants and requirements into design specifications), and the methodical
assessment of design for manufacturability or assembly, something that
is essential when taking a concurrent product and process development
approach. And let’s not forget about the importance of computer-aided
design (CAD), computer-aided manufacturing (CAM), and rapid proto-
typing applications. Keeping with the software theme, failure mode effects
analysis (FMEA) tools support the assessment of potential failures in a
design or process, while TRIZ software supports a disciplined approach to
complex problems that are encountered during development.

Without question we must include here additive manufacturing through
3-D printing. This rapidly evolving technology is expected to be a disrup-
tive technology, especially during product development. Product design-
ers at Ford, an early adopter of 3-D printing, are now creating prototype
parts for testing in days rather than months. Besides saving time, which
is the holy grail of product development, Ford is saving millions of dol-
lars during development. On a new engine program, Ford will 3-D print
most of the major components on the engine. According to a Ford execu-
tive, “When you learn about some of the ways additive manufacturing has
positively impacted, and even in some cases saved product launches, you
begin to understand its value. Our team is allowed so much more time to
innovate and improve products because they have more opportunities to
utilize multiple variations more efficiently.””

Linking R&D and New Product Development. The fourth element
characterizing leading product development involves a direct linkage
between R&D and product development. Far too often worthwhile inno-
vations from the laboratory are not commercialized. Best-in-class compa-
nies have in place a process to develop and validate new technology and
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then link that technology to the product development process. While not
all new technology emanating from R&D labs will be commercially viable,
the linkage of one process to another ensures that market-ready technol-
ogy can be designed into new products. When the pieces come together,
it can create a difficult barrier for less-effective competitors to overcome.

Target Pricing. Many product development efforts will benefit from tar-
get pricing (sometimes called target costing). With a traditional approach
to product development, we arrive at the selling price by combining prod-
uct costs and adding a profit margin. Unfortunately, this approach often
overstates the price a customer will accept or ignores what competitors are
doing. It is an inwardly focused approach that does not consider the voice
of the customer. Traditional pricing also tends to minimize the impor-
tance of cost management during product design.

Target pricing is a complete reversal of traditional pricing. Under a tar-
get approach, product development teams identify the price that custom-
ers are willing to pay for a product or service. After identifying a target
price, profit margins are backed out to arrive at a product’s allowable costs.
If allowable costs are below current cost levels, then the design team must
identify ways to remove or lower costs or to accept a lower profit margin.
With target pricing, costs are something to manage rather than take for
granted. Surveys of competitive pressures almost always conclude that the
need to manage costs is relentless and severe. Why not manage costs early
during product development?

Subtle Control. Years ago Taguchi and Nonaka conducted a study that
identified “subtle control” as a powerful yet simple concept that execu-
tive leaders should routinely practice when teams develop new products.®
Simply stated, subtle control is a delicate balancing act that seeks to ensure
that teams and processes proceed as expected during development but
without the need for blatant control or micromanagement by executive
leaders. Effective subtle control, which begins to resemble an organiza-
tional art form, is a product development best practice.

Executives have many ways to practice subtle control. They can iden-
tify which projects to pursue, select leaders and members for development
teams, create and manage the development process that teams will follow,
require performance updates at regular milestones, and establish broad
performance targets that teams use when establishing their individual
goals. Subtle control recognizes that while empowerment is an attractive
idea, relinquishing complete control of product development is not quite
as attractive.
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Design for X. A final practice mentioned here is something called
Design for X. Industry leaders appreciate the power of the product devel-
opment process to satisfy some important aspirations or objectives. The
term X represents different aspirations the development teams consider
even before beginning design work. Design for X aspirations can involve
design for quality, reliability, serviceability, sustainability, end-of-life
recycling, target price, assembly, cycle time, postponement, and even risk
management. This is a powerful concept because it ensures that important
objectives are considered early on during product development.

Integrated product development is a major source point for innovation
and growth. We know that world-class companies endorse certain prac-
tices that differentiate their product development process from those that
are not leaders. Fortunately, what makes up this set of practices is becom-
ing increasingly clear. These practices will also go a long way toward
reducing strategic risk exposure by improving the chances of successful
product development. There is nothing quite like a product failure to tar-
nish a company’s brand reputation.

Bringing New Product Development
and Risk Management Together

A typical model of new product development projects, particularly at
higher technology companies, features engineering teams working quickly
and as fast as possible to develop a new product or technology. Then, at
some later point, suppliers are selected to support the design. Oftentimes
the selection of suppliers is not the most-thought-out part of the project,
although few companies will actually admit this. When this is the case,
it is up to the supply group after product launch to address supply chain
risks as they materialize. This model, where risk mitigation takes prece-
dence over risk prevention, is more common than we would like to admit.

It is challenging to locate case examples where companies explicitly
address product development and supply chain risk simultaneously.
While integrated product and process development is well understood,
the integration of supply chain risk and new product development is not.
The convergence of product development and risk management is an
evolving practice that aligns well with the quality management principles
of prevention and quality at the source.

What are the characteristics of a process that simultaneously brings
together product development and risk management? First, supplier
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selection must happen early rather than later in the design process. From
a risk perspective this means that selection teams will not only consider
the traditional selection criteria they normally use when evaluating sup-
pliers, but they will also consider risk factors.

Next, each cross-functional team involved in product development,
with the help of the supply management group, will have responsibility
for identifying a set of supply chain risks that may affect their part of the
project. These risks are collected and categorized for easy access. Then,
development team members will meet regularly to review not only prod-
uct development progress but also discuss the actions taken to address
these identified risks.

Taking this a step further, the teams will estimate the probability of each
risk occurring and the impact that risk will have on product launch if it
occurs. A common approach is to arrive at a risk rating that equates with
high, medium, or low risk that reflects the combined probability and impact
of a risk. Priority is then given to evaluating the higher risks to determine
what action can be taken to reduce their probability and impact, thereby
turning a higher risk into a lower designed risk prior to product launch.

A high-risk designation might result from relying on a critical material
that is volatile in terms of price and availability. The design team might qual-
ify a less volatile material that could serve as a substitute if necessary. Or, a
design team might be uncomfortable with the use of a single supplier. Here,
the supply group might prequalify a secondary source to mitigate that risk.

The objective here is to launch a product with as few unresolved risks
as possible. Any outstanding higher risks at product launch are an admis-
sion by the development team that it has decided, for whatever reason,
to accept that risk. Any accepted higher risks should be kept to an abso-
lute minimum.

THE ART AND SCIENCE OF NOT GETTING
CAUGHT BY SURPRISE

It would be quite a challenge to find an executive who says he or she enjoys
getting caught off guard. Unfortunately, a lack of external intelligence can
clearly lead to surprises that elevate strategic risk. External intelligence
consists of the data, information, and knowledge that come from outside
your company, including macroeconomic changes, legal and regulatory
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changes, industry trends and changes, supplier and competitor actions,
social and labor force trends, customer expectations, technology innova-
tions, and risk factors. Two challenges associated with external intelli-
gence are that either we have information overload or we have our heads in
the sand and fail to see what is going on around us. The underlying objec-
tive of external intelligence is to avoid surprises that mess up our lives.

A concept related to external intelligence is a company’s EIQ, or external
intelligence quotient. EIQ represents how well your firm collects, assesses,
and acts upon relevant external data, information, and knowledge. This is
a particularly relevant risk management concept. When a lower organiza-
tional level senses a significant event about to happen (or has happened),
how quickly is it before that event is part of an executive discussion? Let’s
further subdivide external intelligence into two primary groups: market
intelligence and supply market intelligence.

Consider a recent case with clear strategic risk implications. Next-
generation smartphones are starting to feature biometric security devices
to read fingerprints, which will enable a user to securely speed electronic
payments and retrieve music, documents, and files from cloud storage. In
2012 Apple bought fingerprint-sensor company AuthenTec for $350 million,
an amount of money that is pocket change to Apple.” Shortly after the pur-
chase the newly acquired company stopped selling its product to HP, Dell,
Lenovo, and Apple’s nemesis, Samsung. If this technology proves to be a
game changer, and many observers expect that biometrics will be a disruptive
technology, Apple could secure a strategic market advantage over companies
that suddenly saw their primary source of biometric technology disappear.
External intelligence is intended to help avoid waking up one day and finding
another company disrupting, perhaps irreparably, your supply market.

Market Intelligence. Market intelligence deals with everyday informa-
tion about developments in the external marketing environment. It is very
much oriented toward the customer and the downstream part of the sup-
ply chain. A market intelligence system is a set of procedures and sources
used to obtain that intelligence. Most firms rely on market intelligence
systems and marketing research to gain external knowledge about their
markets. Companies can take a variety of steps to improve the quality of
their market intelligence systems, including the following:

« Establish 1-800 phone number or web-based customer feedback tools
o Setup a customer advisory board made up of representative custom-
ers or the company’s largest customers
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« Purchase market intelligence information from outside providers

 Create a process to circulate relevant news stories and other infor-
mation efficiently across your company

« Train and motivate the sales force to spot and report new develop-
ments in your marketplace

» Encourage distributors, retailers, and other intermediaries to pass
along important market intelligence

« Buy a competitor’s product

« Attend trade shows

« Subscribe to trade journals

 Review competitor brochures and websites

« Survey customers directly

Supply Market Intelligence. Supply market intelligence (SMI) is the
output from obtaining and analyzing information relevant to a company’s
current and potential supply markets for the purpose of managing risk
and supporting effective decisions. Four levels of supply market intelli-
gence exist:

» Macroenvironment. This includes information about market dynam-
ics and global economic conditions, world trade, demographics,
political climate, environment, and technology.

» Country level. This category includes economic topics specific to a
country, such as the location of free trade zones, the tax environ-
ment, labor availability, population size and trends, and regulatory
bodies. It also includes information about cultural issues, political
climate and stability, and national holidays.!

o Industry and commodity. This relates to the size and relative
strength of industries and the worldwide users of commodities.

o Supplier. This category relates to the number of potential suppli-
ers that exist, the products and services they provide, their size and
capabilities, and location.

Let’s provide several examples showing the linkage between a lack of
supply market intelligence and strategic risk. Warnings from a supply
market intelligence network could help avoid nasty surprises later.

Rare Earth Elements and Chinese Market Dominance. It is a safe bet
that many companies rely on rare earth metals somewhere in their supply
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chain. And it is a safe bet that many supply chain managers do not grasp the
strategic risk presented by rare earth metals. While these metals are found
justabout everywhere in the earth’s crust, they are found in volume in only a
limited number of commercially viable locations. Rare earth metals include
17 elements: 15 that are known as lanthanoids, plus scandium and yttrium.
These elements are essential to defense products, such as missile guidance
systems, as well as high-technology products. Unfortunately, at one point
China controlled 97% of rare earth metal output around the globe. And the
country has shown a willingness to play favorites, especially to its own com-
panies. During a recent one-year period a rare earth composite price index
increased 1,500%! Supply chain managers should immediately scan their
supply chain, including subtier suppliers, to identify if and where these met-
als are consumed. Compounding this risk are the relatively few intermedi-
aries that are capable of turning these elements into a semifinished form.

Guar and Fracking. The energy boom in the United States from hydrau-
lic fracturing (fracking) has had an interesting secondary effect that
involves, of all things, a bean. Guar, a beanlike vegetable grown mainly
in India is used in countless products, such as ice cream, fertilizer, cattle
feed, chocolate milk, hair conditioner, peanut butter, kitty litter, and cran-
berry sauce. It is what we call a ubiquitous item—it shows up just about
everywhere. The real shock to the guar market occurred when oil and gas
companies began using it as a key ingredient in their fracking solution.
A single oil or gas well can require hundreds of acres of guar production.
During the fracking process guar is mixed with water to thicken the fluid
that is forced into the fractures of energy-bearing rock, thereby allowing
oil and gas to seep out.!! Needless to say, the guar market became quite
volatile after the oil and gas industry became a major guar buyer. Many
companies that use guar did not even know about the pending commod-
ity market disruptions until it was too late to do much about them.

We could present dozens of cases that all lead to one conclusion—com-
panies that are ignorant about their external environment elevate their risk
exposure. Fortunately, thousands of resources are available that provide
all kinds of valuable information and data. And unfortunately, thousands
of resources are available that provide all kinds of external intelligence.
What we are saying is there is almost too much information “out there.”
The need to converge on a set of trusted external sources of information
has never been greater. Table 4.1 summarizes some carefully selected
sources of external intelligence, including supply market intelligence.
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TABLE 4.1

Examples of External Intelligence Sources

www.bls.gov

WWW.Census.gov

www.finance.yahoo.com

www.google.com/alerts

www.oanda.com/currency/converter

www.dnb.com

www.thomasnet.com
www.industryweek.com

www.cia.gov/library/publications/
the-world-factbook/

WWW.eCOnsources.com
www.politcalresources.net

Unstats.un.org/unsd/demographic

www.coface.com

www.investorsintelligence.com

http://www.havocscope.com/

A repository of the Bureau of Labor Statistics of
the U.S. Department of Labor, which is the
principal Federal agency responsible for
measuring labor market activity, working
conditions, and price changes in the economy

The Census Bureau serves is the leading source of
data about the U.S. people and economy

An excellent source for current financial and
company news, including company financial
statements

A fast and easy way to set up alerts on any word,
company, or topic

A comprehensive site for exchange rate and
currency rate information. Parts of the site
require a subscription fee

Dun & Bradstreet provides a variety of business,
market, and supply intelligence products that tap
into its vast database

A comprehensive website containing product,
company, and industry news

One of the best repositories of manufacturing
information in the U.S.

The CIA World Factbook provides information
on the history, people, government, economy,
geography, communications, transportation,
military, and transnational issues for
267 countries and entities

A portal to economic information on the web

Listings of political sites available on the Internet
sorted by country, with links to political parties,
organizations, governments, and the media

This is the website for the United Nations
statistics division

A resource on country risk assessment, industry
sector studies, and assessments of business
climate around the world

A provider of research and technical analysis of
stocks, currencies, commodities, and financial
futures

A comprehensive site for information on global
black market trade
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PROTECTING INTELLECTUAL PROPERTY

International supply chains present a new set of risks compared with
domestic supply chains. One area where this is of particular concern is the
protection of intellectual property (IP). Intellectual property refers to cre-
ations of the mind, including inventions, literary and artistic works, sym-
bols, names, images, and designs used in commerce.!? Intellectual property
falls into two main areas—industrial property and copyright. Industrial
property includes inventions (patents), trademarks, industrial designs, and
geographic indications of source. Copyright protects creative works by
providing the copyright holder exclusive right to control reproduction or
adaptation of such works for a certain time. A specific type of intellectual
property theft involves counterfeiting, which Chapter 8 will explore.

Intellectual property protection is taken seriously, perhaps even for
granted, in developed countries. The United States views intellectual
property protection to be so important that the Constitution addresses
this topic specifically in Article 1, Section 8, Clause 8. Intellectual prop-
erty protection in the U.S. Constitution includes three kinds of intellec-
tual property: patents, copyrights, and trade secrets. IP rights have since
expanded to include trademarks. The Founding Fathers hardwired the
importance of IP protection directly into the U.S. DNA.

Unfortunately, perspectives about the importance of protecting intel-
lectual property differ widely worldwide. In fact, many social and legal
topics are viewed differently from culture to culture, including what
defines a normal workweek, child labor, environmental standards, treat-
ment of women, and safe workplaces. Bribery, which some quaintly refer
to as facilitating payments, and reciprocity, while both illegal in the United
States, are often not illegal overseas.

While reliable figures are next to impossible to calculate, intellectual
property theft costs U.S. companies anywhere from $80 billion to $250 bil-
lion annually, a figure that rises dramatically when calculating IP theft
from a worldwide perspective. Some argue that these figures are even too
conservative since IP theft, particularly when it includes counterfeiting,
involves many hidden costs. What are the costs to individuals and society
from fraudulent pharmaceutical products that harm patients? Precise fig-
ures are hard to come by since those that steal intellectual property are not
too open about the scope of their activities.
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Various studies have concluded that while intellectual property viola-
tions occur in many countries, the Chinese are clear offenders. A report by
AMR Research (now part of Gartner) involving 130 international compa-
nies identified China as the “winner” in 9 of 15 risk categories, including
intellectual property infringement, supplier and internal product quality
failure, and security breaches. India earns top or second-place ranking in
9 of 12 problem areas. > Overall, earning the first or second spot in almost
every problem area is a dubious distinction here. A major aerospace OEM
is so concerned about intellectual property theft that its employees are not
allowed to take electronic devices that store information into China when
they visit on business trips. The company has also decided not to establish
an R&D facility in the country, even though China is an emerging aero-
space center. Chapter 12 will talk about macro country risk indicators.

The search for new markets and lower costs, particularly in emerging
countries, forces supply chain managers to put more effort into protecting
their firm’s intellectual property. A fairly robust set of suggestions relates
to protecting against intellectual property risk.

Develop Contracts. It is always a good idea to have a written and signed
document that describes the expectations of the buyer and seller. This
does not have to look like a U.S. contract. True international contracts
exist if they adhere to the Convention on the International Sale of Goods
(CISG), which the United States has signed. Be sure to perform a thorough
reference check of prospective suppliers before entering a contractual
agreement. And be sure the contract contains a well-written nondisclo-
sure clause.

Limit Exposure to High-Risk Countries. Advanced, industrial coun-
tries will have legal systems that can be trusted to treat foreign companies
fairly, including the protection of intellectual property. On the other hand,
developing countries may not offer effective legal protection against intel-
lectual property violations. While we have a good idea about the worst
offenders, we often disregard this information. If nothing else, knowing
where the potential trouble spots are located can result in greater caution.

Register Trademarks and Patents. A piece of advice here is to transliter-
ate your language into foreign characters to avoid embarrassing mistakes
or usage by other parties. Transliterating means to represent or spell in the
character of another alphabet. Although transliterating is not always easy;,
the process is critical to avoid infringement.

A second piece of advice is to move quickly to foreign trademark offices.
In the United States, the first entity to use a trademark commercially owns
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the trademark. In China, the first to file the trademark owns that trade-
mark. Speed is of the essence or else you might wake up to find someone
else owning your trademark. Run, don’t walk, to the trademark office.
And be sure to retain a good trademark and patent lawyer.

A related concept to trademarks is something called trade dress. Trade
dress, a form of intellectual property, is a legal term of art that generally
refers to characteristics of the visual appearance of a product or its pack-
aging that signifies the source of the product to consumers. Trade dress
protection is intended to protect consumers from packaging or appear-
ance of products that are designed to imitate other products, or to prevent
a consumer from buying one product under the belief that it is another.™*
Registering a trade dress is a risk management approach for battling copy-
cats and illegal knock-offs. According to one entrepreneur, “This [trade
dress] is proving more effective than a patent because it falls under the
Digital Millennium Copyright Act. There is no debate. Either they [copycat
websites] have to remove it [my product] from the Internet and stop selling
it or Google will shut them down.”®

Divide Requirements. Another way to protect intellectual property is to
disaggregate purchase requirements among several suppliers rather than
providing a single supplier with access to an entire design. No single entity
gets to see the big picture. Unfortunately, this approach clearly has the
potential to increase costs, which begins to defeat the purpose of sourcing
in emerging countries.

Establish Proprietary Assets in a Foreign Country. Some companies
choose to establish operations in a foreign country or form a joint ven-
ture with a foreign partner, usually for the purpose of greater control. This
may not be a realistic option for smaller companies or when sourcing raw
materials or components. Rather, this is a more likely option when out-
sourcing finished products. Something that works against this option is
reluctance by the finance types to take on new capital assets.

Seek Legal Support and Remedies. Legal experts can help identify pre-
ventive measures as well as legal remedies when intellectual property vio-
lations occur. These experts can also help develop contract language and
nondisclosure agreements that address intellectual property protection,
including the jurisdiction to resolve disputes. Legal groups can also help
with the filing and protection of patents, trademarks, and copyrights out-
side a home country.

Some companies have taken an aggressive stand by pursuing IP violators
wherever they exist. This strategy is both expensive and time consuming.
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However, pursuing offenders can be an effective way to deter IP theft, par-
ticularly if a company has the support of a foreign country and an objec-
tive court system to back these efforts. It might also be good to earn a
reputation as a company not to cross paths with.

Work with Trusted In-Country Representatives. A major risk inter-
nationally is not having a local representative that protects your interests.
This representative, who should be intimately familiar with the region
where business will occur, works in conjunction with a company’s pur-
chasing or sales office. Many smaller companies have found that using a
trusted local representative is essential for protecting intellectual property.

Use International Purchasing Offices. Almost always staffed by a local
staff, international purchasing offices can provide an invaluable in-country
presence. These offices perform an array of tasks and services for the home
office, including the evaluation of potential suppliers and an assessment
of the supplier’s willingness to respect intellectual property. The interna-
tional purchasing office can also maintain a list of suppliers to avoid.

Move Production Back Home. Reshoring means bringing work back to
a home country, usually due to economic factors, quality considerations, or
the need to protect intellectual property. In the United States any reshor-
ing that occurs is largely from China back to North America. Several U.S.
companies have also closed facilities in Canada and Europe and shifted
work back to the United States, although not because of intellectual prop-
erty issues. For a variety of reasons, and beyond the scope of our discussion
here, China is becoming less attractive as a sourcing location. A secondary
benefit of reshoring, which occurs largely because of economic consider-
ations, is to minimize the risk of intellectual property theft.

As this discussion shows, a variety of options are available that can pre-
vent and mitigate risk due to intellectual property violations. Chapter 8
will expand on this topic by addressing fraud, corruption, counterfeiting,
and theft.

WHEN STRATEGIC RISK BECOMES STRATEGIC REALITY

Supply chain risk managers and academics will be discussing the following
case of strategic risk for many years. Anyone who is familiar with Class 8
(heavy-duty) trucks knows that Navistar has historically been a premier
brand in that industry. A failed technological bet by Navistar’s (former)
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CEO has caused this once proud company to lose its luster. This case high-
lights the perils of strategic risk at its finest, or at its worst, depending on
your perspective.!® It is also an example of how a relatively small matter
escalated into a near-death company experience. As if the technology fail-
ure was not enough, the company has also faced serious accounting issues
with its auditor and the Securities and Exchange Commission.

To understand what went wrong, we have to step back in time. During
2000, the U.S. Environmental Protection Agency introduced sweeping
new air quality regulations for diesel engines, requiring an eventual 90%
reduction by 2010 in the amount of nitrogen oxide and soot these engines
produced. New regulations even required a reformulation of diesel fuel to
reduce its sulfur content. The total cost to industry of meeting these new
regulations was estimated to be over $4 billion.

While these regulations may be daunting, this industry is no stranger
to new regulations. The question became how to achieve these reductions?
Truck makers had available to them at least three technological paths they
could follow—two that were proven but still needed refinement and one
that was in early stages of development. The proven technologies, which
Navistar’s competitors eventually adopted, included nitrogen oxide adsorb-
ers (also called “traps”) and a chemical treatment system called selective cat-
alytic reduction, a system favored by European producers. Navistar’s CEO,
who had a reputation as a risk taker, decided to pursue an unproven tech-
nology. Navistar’s engineers simply had to perfect the system, something
that proved frustratingly elusive. And for whatever reason, the company
neglected to develop a Plan B in the event the riskier path proved unworkable.

Navistar eventually committed $700 million, as well as its corporate
reputation on exhaust gas recirculation (EGR), a technology that had lim-
ited application in engines. While other approaches eliminate nitrogen
oxide by the use of a bulky chemical treatment system that requires an
extra tank of fluid after treatment, EGR is radically different. With EGR
the motor circulates exhaust gas back into the engine cylinders to burn the
exhaust again, resulting in a cleaner, cheaper, lower-maintenance solution.
Instead of simply meeting new environmental regulations, Navistar saw a
way to differentiate its engines through the use of a radical new technology.

Navistar’s competitors eventually outfitted their engines with a European-
proven technology that relies on a catalytic converter and chemicals to break
nitrogen oxide into nitrogen and water, an approach that has become the
industry standard. The bottom line is that Navistar’s engineers could not
make EGR technology work, something that became painfully obvious
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around 2008. Even after Navistar’s technical people informed the CEO they
did not know how to make this technology work, he would tell them they
had to come through and that he did not accept negative thinking. After a
court eventually refused to allow Navistar to sell engines that failed to meet
emission requirements, the company was forced to redesign its heavy trucks
and engines while it still had the money to do so. In the interim, Navistar
announced a deal to purchase engines and emission technology from
Cummins that would enable its trucks to conform to EPA requirements.

This case illustrates how a company that spent decades building a world-
class brand can lose brand equity and market share quickly. That, unfortu-
nately, is the nature of strategic risk, which is why it is called strategic risk.
A second lesson is that while thoughtful risk taking can be a good thing,
risk taking without a backup plan is not recommended. When the stakes
are high, make sure Plan B can be rolled out quickly. And finally, the corpo-
rate culture created by the CEO contributed to even greater risk exposure.
According to one Navistar executive, the CEO “made it abundantly clear
that anyone who disagreed with him was being negative to the point people
figured it would be a career killer to point out problems in achieving it.”

Navistar is paying dearly for this misplaced bet, although the company
is slowly recovering under its new CEO. Financially the company has
experienced declines in heavy-duty truck sales and higher costs due to
engines that do not meet EPA standards.!” What started as a way to gain
competitive advantage almost destroyed an American icon. And how is
the CEO doing that was behind this failure? He retired in August 2012
after receiving a $7.9 million payout, stock options, and other payments
and benefits. Not a bad return for betting the farm—and losing.

CONCLUDING THOUGHTS

Without question strategic risk is the risk category that aligns historically
with enterprise risk. To some it represents the ultimate risk category—one
thathasthe potential to bring an entire company to its knees. Unfortunately,
supply chain risks are increasingly becoming part of the domain known
as strategic risk. And that is a level of recognition that should not be that
welcome. When supply chain risks become strategic risks, the life of sup-
ply chain managers is only going to become more difficult.
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Summary of Key Points

Whatever definition of the word strategic is used, all tie into the
notion that something is strategic if it has the ability or potential to
affect the integrated whole, which means affecting an entire business
or its continuity.

Strategic risks are those risks that are most consequential to an orga-
nization’s ability to execute its strategy, achieve its business objec-
tives, and build and protect value.

Supply chain risks are increasingly making the list of enterprise
risks, something that makes supply chain risk management a grow-
ing concern to executive management.

The biggest improvements in product development are the result of
a well-defined set of practices including concurrency, early involve-
ment, the use of information technology, linking R&D to product
development, target pricing, subtle control, and Design for X.
While integrated product and process development is well under-
stood, the integration of supply chain risk management and new
product development is not. The convergence of product develop-
ment and risk management is an evolving practice that aligns well
with the quality principles of prevention and quality at the source.
External intelligence consists of the data, information, and knowl-
edge that come from outside a company, including macroeconomic
changes, legal and regulatory changes, industry trends and changes,
supplier and competitor actions, social and labor force trends, cus-
tomer expectations, technology innovations, and risk factors. A lack
of external intelligence clearly increases strategic risk.

A concept related to external intelligence is EIQ, or external intel-
ligence quotient. EIQ represents how well a firm collects, assesses,
and acts upon relevant external data, information, and knowledge.
International supply chains present a new set of risks compared with
domestic supply chains. One area where this is of particular concern
is the protection of intellectual property. Intellectual property falls
into two main areas—industrial property and copyright.

The search for new markets and lower costs, particularly in emerg-
ing countries, forces supply chain managers to put more effort into
protecting their firm’s intellectual property.
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Hazard Risk

In July 2011, a tsunami off the coast of Japan caused human tragedy on an
almost unimaginable scale, killing thousands and rendering almost a mil-
lion people homeless. Also in July, flooding in Thailand forced the closure
of 9,800 factories and left more than 660,000 people unemployed. An
untold number of people around the globe were impacted by this natural
disaster, both personally and economically. In the automotive industry,
approximately 6,600 autos were not built per day. In the camera indus-
try, Nikon’s net loss of sales equaled $786 million, while Canon experi-
enced over $600 million in losses. With over 45% of all computer hard
drives produced in the affected area, many computer manufacturers had
to delay product launches, which resulted in lost sales and a doubling of
hard drive prices.! Unfortunately, examples of hazard risks are not hard
to come by.

Hazard risk pertains to random disruptions, some of which involve acts
of God. Additionally, hazard risk has traditionally involved liability torts,
property damage, and natural disasters. In this chapter, we will address how
corporations mitigate hazard risk, whether it’s a natural disaster, fire, mali-
cious behavior, product tampering, theft, or acts of terrorism. The chapter
will cover definitions, options, and variants of traditional and emerging
global disruption insurance products. Later chapters will present other tools
and approaches that support the effective management of hazard risk.

THE TRADITIONAL WORLD OF HAZARD RISK
AND INSURANCE

With global supply chains expanding to support growth initiatives,
many companies are entering into indemnity and other types of partner

87
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FIGURE 5.1

Risk transfer tools—the business of hazard insurance. (Source: Eric Wieczorek, for-
mer risk director-navigant, “Supply Chain Risk Management” presentation at MAPI,
Manufacturing Alliance for Productivity & Innovation’s Council Meeting, 2013.)

agreements in an effort to mitigate risk through risk pooling, sharing risk,
and disruption insurance. Insurance may not be the total solution to miti-
gating risk within this category, but many new and improved business and
trade disruption insurance products and services are emerging every day.

Before we move into definitions, options, and variants of risk transfer
packages, we’ll begin with a glimpse into the landscape of this traditional
risk mitigation arena. We’ll use Figure 5.1 as a reference point for our
entire chapter discussion. This figure includes three columns. From left to
right are the risks, the types of coverage, and finally the triggers or drivers
behind traditional hazard event mitigation insurance.

The first risk in Figure 5.1 is credit risk. The trigger event is normally
payment default, and the coverage is normally geared toward mitigating
for insolvency or protracted default by a partner or customer. Next are
political risks. The trigger events here are normally sovereign debt default
or asset loss and coverage that revolves around contract frustrations and
expropriation. Within the insurance coverage area for political risks,
contract frustration tends to revolve around corporate loans, the lenders’
interest, or project financing of equity and debt. Also within this coverage
area, the bulk of expropriation revolves around fixed investments (equity)
and possibly mobile assets, such as stocks.

Continuing down the left side of Figure 5.1 is property risk. The trig-
gers in this category are physical damage or loss and additional perils
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or hazards that are catastrophic. Coverage works to mitigate property
replacement, a loss of profit, expedited and continuing expenses, and a
contingent loss. Next is trade disruption. How is trade disruption different
from property or business interruption? It’s a bit broader in nature, such as
the Thai floods that may prevent the delivery of key equipment or supplies.
Thus, with trade disruption solutions in place, customers can attempt to
recover lost profits, and potentially expedited and continuing recovery
expenses and contingent expenses as well. And finally, we have logistic
risks. The trigger events are straightforward, such as physical loss or dam-
age while in transit. Coverage works for goods in transit anywhere in the
world and especially for customs delays beyond a company’s control.

As our discussion moves forward within this traditional risk industryj, it
is appropriate to provide a few additional terms and definitions:?

 Hazard—a game of chance; a source of danger; a chance event or accident

« Liability—the quality or state of being liable; pecuniary obligations

+ Liable—obligated according to law or equity; exposed or subject to
some adverse contingency or action

 Tort—a wrongful act for which a civil action will lie, except one
involving a breach of contract

The following summarizes various kinds of supply chain insurance
coverage.

First-Party Commercial Property Insurance

This is by far the most common form of coverage, which includes business
interruption coverage. It typically reimburses the insured for profits that it
would have earned had it not suffered a business interruption. The cover-
age normally pays for lost profits resulting from some type of interruption
in the supply chain. The insured does not necessarily have to suffer an
actual loss within its enterprise or supply chain. This was evident dur-
ing the Thai floods. Many manufacturing buildings were not inundated
during the flood. However, the entrance and exit for almost all the facili-
ties built in the 100-mile flood plain were not accessible, and only a small
amount of material got into and out of the facilities, subsequently affect-
ing downstream contractors and original equipment manufacturers. Be
aware that some policies only cover losses due to disruptions at the facility
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of a “direct” supplier or customer. This implies only first-tier suppliers
or direct customers. Coverage within this solution should be thoroughly
evaluated by the insured and perhaps their insurer on a regular basis.

Cargo Insurance

This coverage is common considering the vast amount of goods that are
transported. It covers damage to or theft of the goods while in transit via
air, ground, or water. For one example, containerization has grown expo-
nentially due to global trade growth across all industries as well as the
development of megaships that can move thousands of containers at a
time. One of the most frequent claims involving containers involves theft,
with an estimated $30 billion in losses being reported annually over the
last several years. This coverage protects goods on ships, on trains, at air-
ports, and virtually anywhere goods are in transit.

Cyber Insurance

Cybercrime is increasing in frequency and is a growing concern for supply
chain managers, CIOs, and CFOs around the globe. Why? Because when
a company’s IT system is down, the company is not taking orders, making
products, shipping products, or billing customers. In short, the company
is not functioning. That constitutes a disruption. And let’s not forget the
seemingly endless stories of cybertheft.

This form of coverage is still in its infancy but has been used already
with high-profile incidents with retail and consumer goods companies.
The key to reviewing this type of risk coverage is to not only consider
the impact on the insured organization, but also the impact on suppliers,
customers, and their customers. These insurance packages will grow in
stature and complexity for many years to come.

Business Interruption Insurance

According to the American Insurance Association, business interruption
coverage is part of broader commercial insurance policies.® This coverage
is most commonly found in commercial property insurance policies and is
triggered when one of more of the following conditions are met: First, physi-
cal damage to the premises is of such magnitude that the business must
suspend its operations. Second, the physical damage to property caused by a
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loss is covered under a company’s insurance policy, and that damage totally
or partially prevents customers or employees from gaining access to the
business. And third, the government shuts down an area due to property
damage caused by a peril covered by the company’s insurance policy that
prevents customers or employees from gaining access to the premises.

Something to keep in mind is that business interruption coverage is
limited. After a mandatory waiting period, coverage provides for lost net
income, relocation expenses to a temporary site, and ongoing expenses
such as payroll. Coverage is available only for as long as it is necessary to
get a business running again, usually not longer than 12 months.

Contingent Business Interruption Insurance

According to Zurich Insurance, contingent business interruption (CBI)
insurance “reimburses a company for lost profits and other possible trans-
ferred risks, such as necessary continuing expenses, due to an insurable loss
suffered by one or more of its suppliers or customers.™ Recall that traditional
business interruption insurance compensates policyholders for losses result-
ing from damage to their own property. Contingent business interruption
insurance allows a policyholder to transfer certain risk losses to a third party.
This type of insurance is also commonly referred to as dependent properties
coverage. Similar to business interruption insurance, CBI is triggered by cer-
tain events such as a direct physical loss or damage to a dependent property
(supplier or customer), the loss or damage is caused by a covered cause of loss,
and the loss results in a suspension of operations at a covered location.

Trade Disruption Insurance

Trade disruption insurance protects against lost profits caused by disrup-
tions in the supply chain where there is no physical loss or damage to the
insured’s or its suppliers’ assets. It normally covers property, marine, and
political risk. Again, physical loss is not required and the loss does not
need to be location specific. It normally covers a loss for up to 12 months
resulting from termination of a project or nondelivery of goods, in areas
such as loss of profits, extra costs, and expenses. This product normally
fills gaps in coverage left open by other solutions such as business inter-
ruption or cargo insurance. It also tends to cover losses from political and
economic exposures such as confiscation, expropriation, or nationaliza-
tion of the insured’s assets.
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Also included in trade disruption insurance is a law/order decree result-
ing in something called selective discrimination—forced abandonment
of a provider; forced divestiture; and cancelation of licenses, operating
permits, or concessions. And finally, it tends to cover political violence,
including war, insurrection, strikes, riots, terrorism, and civil commotion.
If the insured purchases or produces product overseas and if payments are
made locally in that country, coverage can include currency inconvertibil-
ity (currency conversion and exchange transfer) that can protect against
repatriation of profits, dividends, and other remittances.

This product has been well received. It provides many benefits in terms
of risk mitigation, including immediate protection for emerging markets
with a global scope of coverage.®

Global Logistics Insurance

A final coverage we’d like to address is global logistics insurance, a deriva-
tion of the cargo insurance profiled earlier. Because most supply chains
are now global, coverage packages have expanded to insure additional
threats or points of peril due to worldwide operations. Just as contingent
business interruption insurance has expanded beyond the original scope
of regular business interruption insurance, so too has insurance expanded
to include additional elements and activities within a worldwide supply
chain. A sample of the additional kinds of global logistic insurance that
are available includes the following:

 Importersand shippers can purchase insurance for cargo and for cus-
toms bonds. A customs bond is a type of insurance that someone who
is importing goods must have, in which they promise to pay any nec-
essary taxes and obey the rules for importing goods.®

« Factories can acquire property/casualty insurance along with bailee
liability protection. A bailee is a person or party to whom goods are
delivered for a purpose, such as custody or repair, without transfer of
ownership. A bailee possesses property that belongs to someone else.

o Freight forwarders and shipper’s interests can be covered along with
the availability of cargo, bailee liability protection, and professional
liability protection.

 Consolidators can purchase cargo liability for bills of lading and
warehouse receipts.
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« Foreign ports and terminal operators can secure coverage for work-
ers’ compensation, terminal operator liability, property coverage,
and stevedore liability (a stevedore is a person employed or a con-
tractor engaged at a dock to load and unload cargo from ships).

+ Ocean carriers can obtain hull insurance.

« Customs brokers can obtain customs bonds.

« U.S. ports and terminals can obtain coverage for stevedore liability,
operator liability, and property protection.

 Trucking companies and rail lines can add motor truck liability,
shipper’s cargo insurance, and bailee liability protection.

Before we provide additional context into how insurers evaluate and
quantify the coverage we discussed earlier, we felt it would be beneficial to
explore the level of underinsured nations exposed to disasters. The Center
for Economic and Business Research (CEBR) and Lloyd’s of London col-
laborated on a research project to identify insurance coverage associated
with countries rather than companies.” The research methodology focused
on the amount of money spent on insurance premiums, which was then
subtracted from the expected loss from natural disasters. That outcome
was then adjusted to account for differences in gross domestic product
(GDP) levels and then benchmarked as a percentage of the country’s GDP.

This research revealed that 17 countries were “significantly underinsured”
and that these countries had a combined average annual insurance short-
fall of more than $168 billion. Of the 17 countries on Lloyd’s underinsured
list, 8 are in Asia. China alone is underinsured by more than $79 billion,
making it the largest underinsured country in the study. Table 5.1 profiles
the outcome of the research in terms of the worst underinsured countries
to the most insured.

This research revealed additional troubling issues as it pertains to
reviewing natural disasters and their impacts on both businesses and the
public. The death toll from the 2004 Indian Ocean tsunami was 220,000
people, but the cost to the insurance industry was only $1 billion. A
Lloyd’s of London insurance chief executive stated that he hoped this
research would stimulate a debate on how governments, businesses, and
the insurance industry manage the risks of a natural catastrophe, particu-
larly on the merits of risk transfer versus the use of public funds to cover
costs. Lloyd’s made an explicit comparison between how different coun-
tries fund disaster recovery and concluded that countries have drastically
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TABLE 5.1
Underinsured Countries

Insurance Insurance
Country Coverage  Country Coverage
Bangladesh -2.6 Russia 0.3
Indonesia -1.7 Japan 0.4
Vietnam -1.4 Israel 0.4
Philippines -1.4 France 0.4
Egypt -1.4 Sweden 0.4
Turkey -1.3 Argentina 0.4
India -1.2 Italy 0.6
Nigeria -1.1 Ireland 0.8
China -1.1 South Africa 1.0
Chile -1.0 Taiwan 1.0
Saudi Arabia -0.9 Spain 1.1
Mexico -0.7 Denmark 1.4
Brazil -0.5 Australia 1.4
Thailand -0.4 UK 1.6
Colombia -0.2 Austria 1.7
Poland -0.2 Germany 2.1
Hong Kong 0.0 USA 2.5
Singapore 0.1 Canada 2.5
UAE 0.1 South Korea 2.6
Malaysia 0.2 New Zealand 3.1
Norway 0.3 Netherlands 8.0

Source: RIMS Magazine, “Underinsured Nations Exposed to
Disasters,” Emily Holbrook, March 2013.
Note: These are relative rankings: Negative values mean signifi-
cantly underinsured as a country; positive values mean
better insured.

different approaches to disaster readiness. The greatest difference is the
amount of money paid by taxpayers toward each country’s recovery from
catastrophic events versus funds paid by insurance carriers.

QUANTIFYING TRADITIONAL HAZARD
RISK INSURANCE REQUIREMENTS

As we mentioned in Chapter 1, risk appetite reflects the degree of risk
that an organization or individual is willing to accept or take in pursuit
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of its objectives. This can be measured in terms of both quantitative and
qualitative dimensions. Some also refer to this concept as risk tolerance or
risk propensity, a topic that is well grounded in the financial community.
Finance experts view risk appetite as reflecting the type of risk that an
institution or individual is willing to undertake in pursuit of a desired
financial performance. Calculating a risk appetite in financial terms is
what the insurance industry calls a risk quantification engagement. This
engagement is a key element of the insurance industry’s approach to decid-
ing whether a client has too much or not enough insurance based on an
assessment of that company’s risk tolerance, risk policies, and programs.

This section of the chapter discusses what a typical quantification
engagement looks and feels like and the outcome from those types of
assessment projects. The integrated insurance cycle includes an “as-is” or
risk quantification, leading to a potential new set of insurance solutions,
possibly through stress testing, then an execution phase, and finally an
operational mapping and risk identification phase. For purposes of illus-
tration, we’ll concentrate on the first phase, which is risk quantification.

The backdrop to this engagement normally begins with an internal dia-
logue, sometimes driven by the chief risk officer or the CFO’s office, revolv-
ing around the question of enterprise risk exposure and the review of total
insurable values. This dialogue pits the total insurable values against the
amount of interruption and other insurance coverage the company has in
place. The dialogue is basically driven by whatever discipline or depart-
ment is responsible for enterprise risk management.

The initial in-house meeting usually moves quickly into a set of ques-
tions of discovery such as, Is there a difference between our reporting
values to our underwriters and our reporting exposures to management?
The dialogue should cover additional points such as, What is our present
premium expense? What are our present policy limits and sublimits? Have
all our exposures been identified? These exposures are generally discussed
and can address areas such as a company’s global markets, divisions,
products and services, facilities within the supply chain, the supplier base,
IT systems, and intellectual property. The discussion then migrates into
additional executive questions such as, What does our business continuity
plan (BCP) look like? Have we exercised our BCP, and if we have, how did
it play out? Do we need to update our BCP? When these questions have
been answered, the CFO’s office or a divisional controller might make the
injection that an existing insurer or another third party should be brought
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in to provide a risk quantification analysis. When that decision is made,
the as-is portion of a risk quantification engagement commences.

The complexion of a typical risk quantification engagement often
involves a kickoff meeting with executives from several disciplines or divi-
sions. The meeting objectives and agenda are not at all trivial. In fact, this
process can be quite complex. This process, starting at the kickoft meet-
ing but extending into subsequent meetings and assignments, will involve
a review of existing insurance coverage across an enterprise or division, a
review of product sales and margins through forensic accounting of profit-
and-loss statements, a discussion of new products and services and for-
ward marketing strategies for the next several years, and the identification
of products or portfolios with the highest contribution and risk.

This part of the quantification process should include what-if scenar-
ios to stress test a company’s operational processes. Frequent meetings
occur to report on evaluations and recommendations. Risk quantifica-
tion engagements can take anywhere from 8 to 15 weeks, based on the
scope and scale. A divisional analysis will invariably be shorter than an
enterprise-wide analysis.

The focus again is normally to first establish a maximum foreseeable loss
(MFL) for the division or enterprise. The MFL equals the worst scenario
from the what-if scenarios. The typical MFL includes five key components:
the products’ contribution margin, existing mitigation plans, finished
or work-in-progress inventory, tax impacts, and expected continuing
expenses for the duration of a loss.

Upon agreement on and analysis of the MFL definitions, the next step
in the engagement is normally the detailed examination of a plant, a divi-
sion with all its facilities, or the entire enterprise. For illustration purposes
we’ll discuss an engagement involving a division with several facilities.
We’ll use Figure 5.2 as a reference to describe the basic elements of a risk
quantification engagement.

The basic steps are exercised for every fixed asset in the project, which
Figure 5.2 illustrates. Let’s take a more detailed walk through this figure:

1. Calculation of value-at-risk (VAR) first takes place. This is normally
the annual profits for the asset or division under scrutiny.

2. A primary backup plan or site is usually identified if the asset is a
plant or a contractor. This backup plan tends to reduce the over-
all VAR.
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FIGURE 5.2

The risk quantification engagement. (Source: Eric Wieczorek, former risk director-
navigant, “Supply Chain Risk Management” presentation at MAPI, Manufacturing
Alliance for Productivity & Innovation’s Council Meeting, 2013.)

3.

Any additional backup facilities identified will further reduce
the VAR.

. Any contract penalties for service delays for existing and future cus-

tomer contracts are identified and will potentially increase the VAR.

. Any continuing expenses during the recovery period are identified,

codified, and assigned to the overall VAR.

. Any tax impacts are calculated based on the time-to-recovery (T-t-R)

metric identified in the business continuity plan or scenario plans,
which will also increase the VAR.

. Any inventory in the pipeline and supply chain will reduce and miti-

gate the VAR during the T-t-R period.

. Any new mitigation strategy costs to be incurred will increase the

overall VAR.

. Finally, on the far right of Figure 5.2 is the final mitigated VAR for

that particular asset or product or division.

As the quantification project plays out, the ultimate goal is to identify
what the maximum foreseeable loss might be, compare that to the risk
appetite or tolerance of the organization based on their present level of
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FIGURE 5.3

Risk quantification output. (Source: Eric Wieczorek, former risk director-navigant,
“Supply Chain Risk Management” presentation at MAPI, Manufacturing Alliance for
Productivity & Innovation’s Council Meeting, 2013.)

insurance coverage, and decide if it’s prudent to increase coverage or
reduce coverage.

The output of this engagement is illustrated in Figure 5.3. The risk
levels are articulated on the left or Y axis, low to high, and the nodes or
assets within the scope of the project are identified on the X axis. The
units of measure normally used in these engagements are either annually
demonstrated profits or planned annual budgeted profits going forward.
There are normally two pillars for each node or asset. The first pillar, or
the darker shaded one, is the unmitigated exposure or VAR. Unmitigated
risk, in insurance terms, generally means that the profit plan for this par-
ticular asset has no risk response plan, as the insurance investigators see
it, in the event of a disruption and is therefore at risk. The second pillar,
the lighter shaded one, is the mitigated exposure or VAR. Again, in insur-
ance terms, this column represents the mitigated exposure for this asset,
which normally means a risk response plan has been developed to ensure
that profits continue in the event of a disruption and is supported by some
type of insurance coverage. Both columns profile the profit exposure and
neither eliminate risk. However, the lighter shaded, mitigated columns
depict a reduced exposure to risk for the organization. The line passing
horizontally across the entire graph is the present property, tort liability,
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continuity business interruption, and other insurance coverage the com-
pany maintains at the time of the quantification risk engagement.

The final, difficult portion of these engagements is to discuss what prod-
ucts, services, plants, or divisions have an exposure above the coverage
line or risk appetite line. The insurance industry regularly uses the term
risk appetite to denote the amount of insurance coverage a company has
paid for to recoup losses or damages, based on the risks the company sees
and how aggressive they want to be in terms of taking risks and support-
ing those risks with mitigation plans and insurance. As seen in Figure 5.3,
when exposure or VAR lies above the coverage of risk appetite line, that
situation drives the dialogue between the organization and its insurer or
consultancy in an attempt to decide on the next steps. Those next steps
normally include spending time and funds to develop more robust miti-
gation policies, procedures, and programs or increasing coverage to miti-
gate the exposure and risk. A company can also elect to assume some risk
through self-insurance. And finally, scanning Figure 5.3 and viewing the
differences in column heights, we’ll attempt to provide a brief explanation
in the context of these quantification tools and techniques.

The difference in column heights, which is profit exposure or VAR, per
asset, is the difference between VAR exposure identified without or with
risk mitigation strategies in place by the company. For instance, for Plant 1,
there is obviously a set of mitigation plans in place to be used in the event
that the plant is disrupted, because the lighter shaded column (mitigated)
has much less VAR or exposure than the dark or unmitigated column.
When the insurance experts complete the engagement, they calculate the
total company VAR or exposure versus the amount of insurance cover-
age the company maintains at the time of the engagement and use the
horizontal line to “make a point” about what assets have more VAR or
exposure than the amount of insurance coverage. The bottom line of a risk
quantification engagement is to discern whether a company has too much
or not enough insurance based on the risks identified, mitigation plans in
place and the company’s risk appetite, which is indicative of their existing
coverage level.

Outcomes from this type of financial risk quantification engagements
and the benefits tend to be as follows:

o The calculation of maximum foreseeable losses
A root cause analysis that highlights risk exposure
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o A definitive picture of risks and a compelling reason to act to either
mitigate those risks, temporarily or permanently, by buying more or
less insurance, better prepare for disruptions or other risks, or con-
tinue to investigate how to mitigate the risks

+ Assistance in obtaining capital funding for building redundancy
and resiliency within the supply chain

A positive restructuring of the insurance portfolio

LOOKING AT THE THAI FLOODS THROUGH
A RISK QUANTIFICATION PRISM

Let’s finish this chapter by revisiting the floods in Thailand that were men-
tioned at the start of the chapter, looking through the prism of risk quan-
tification of what insurers might have recommended if they were asked to
review the supplier base by the original equipment manufacturers (OEMs).
First, let’s focus on the event itself. The disaster followed with precision the
four stages of a disaster, which are denial, severity, blame, and resolution.

During the denial phase, several days after the event, the media were
told that minor disruptions would occur due to logistical issues. Aside
from that, business would continue thanks to inventory in the supply
chain. Next, about a month later the media began to hear and report on
the severity of the situation. It became evident that industries would see
supply shortages cause by the destruction of the work-in-progress inven-
tory at the time of the event.

In the next phase, the media heard about blame as industries faced
turther shortages due to reduced production capacity as a result of pro-
duction assets destroyed, factories being unable to restart due to power
supply limitations, or a lack of raw materials from their own suppliers.
Finally, industry members were saying after six months from the initial
event that we would see further constraints while destroyed assets and
factories got repaired or replaced and new capacity came online. This is
the resolution phase.

What was going on during this event behind the scenes? Firms directly
hit by the supply disruption were frantically canceling orders and attempt-
ing to book orders from alternate suppliers. Unfortunately, manufacturing
capacity was already scarce before the event. And, qualifying and testing
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parts from new suppliers is time and resource intensive. Many alternate
suppliers identified after the flood were, unfortunately, also located in
the same flood plain region of Thailand (Chapter 12 will discuss the dark
side of these industrial clusters). Furthermore, manufacturing yield and
quality with new suppliers proved not to be the same as with qualified,
incumbent suppliers. The inevitable outcome from this scarcity of supply
was a dramatic increase in prices across a range of industries.

With the benefit of hindsight, what could insurers or consultancy
organizations have done if they were asked to exercise a risk quantifica-
tion engagement? Prior to the event, insurers or risk consultants would
have exercised a risk identification, an as-is analysis, and a quantification
engagement. They would have performed a thorough evaluation of the
supply base and would have seen the exposure in terms of capacity, asset
liability, and especially the geography and location of the entire industry
supplier base.

As the event unfolded, the OEMs, at the insistence of their risk experts,
could have rapidly activated a previously tested business continuity plan,
which would have included secondary suppliers identified through the risk
quantification exercise. Presumably, these suppliers would be located out-
side the impact zone. These companies would have also leveraged certain
articles inside their newly purchased contingent business interruption and
trade disruption insurance coverage packages that emanated from the risk
quantification exercise.

After the event the OEMs would also have performed a post-event anal-
ysis and improved their initial risk plans through lessons learned. These
companies might also have bolstered their mitigation plans and insurance
coverage as well.

CONCLUDING THOUGHTS

Traditional hazard risk has been with us since the dawn of time and will
be present until the end of time. One of the best ways, but not the only
way, to mitigate these risks has been insurance coverage. Many existing
and emerging packages are becoming available every day. Between the
coverage instruments and the sophistication of insurers’ risk quantifica-
tion capabilities, it might be wise to consider these mitigation packages
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and processes on a regular basis as supply chains become more uncertain
and complex.

Summary of Key Points

Traditional hazard risk pertains to random disruptions, liability torts,
property damage, and natural disasters that are outside of our control.
Many of these traditional hazards can be mitigated through the pur-
chase of insurance coverage.

Many insurance packages are in existence today that cover risk events
such as credit, political risk, property, trade disruption, and logistics.
Many of these risk transfer instruments will compensate compa-
nies for loss of profits, supplier insolvency, payment default, contract
issues, expropriation of assets, property replacement, continuing
expenses in the wake of a risk event, and damage to or theft of goods
in transit.

Insurers traditionally utilize a methodology called risk quantifica-
tion to rigorously evaluate a company’s as-is state of risk exposure
versus their present amount of insurance coverage in an effort to
evaluate the company’s risk appetite and then provide insurance rec-
ommendations for action to mitigate those risks.
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Financial Risk

If we listen to the “experts,” we might be tempted to believe that anything
that is not strategic to a business must be outsourced. After all, relying on
third-party specialists to support the noncore parts of your supply chain
is surely better than not relying on specialists. Specialists bring knowledge
and skills that are difficult to match internally, skills that should result in
lower costs and reduced risk. What could possibly be wrong with that logic?

That is probably what a U.S. manufacturer was thinking when it decided
to outsource its freight payments to a third-party payment vendor. Freight
payment is the process of applying a set of business rules and fiscal con-
trols around the authorization and payment of invoices for transportation
services.! The proper use of a third-party expert should reduce a com-
pany’s risk as the freight vendor ensures accurate and timely payments are
made to carriers.

Unfortunately, the payment vendor in this saga began to experience
serious financial problems that the manufacturer failed to recognize. As
the manufacturer forwarded consolidated payments to the freight vendor
for disbursement to transportation carriers, the payment vendor failed to
process those payments. Instead, the freight vendor used that money to
help meet its own cash flow obligations. It is not hard to imagine what
ensued once the financial improprieties became known. Carriers became
angry due to a lack of payment, and the manufacturer entered what is best
described as a crisis state. Some carriers even started to send collections
people after the manufacturing company! Confidence was not restored
when representatives from the manufacturer visited the freight payment
vendor’s office and found a For Sale sign in front of it.

Welcome to the world of financial risk management, perhaps the most
thought about risk category since the financial meltdown of 2008. This
chapter addresses financial risk by first discussing supplier financial via-
bility and supply market volatility. The majority of this chapter presents

103
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approaches for addressing supply chain financial risk, including assessing
supplier health using financial ratios, bankruptcy predictors, and qualita-
tive risk indicators; assessing customer creditworthiness; financial hedg-
ing; and approaches for managing currency risk. While assessment of
financial risk is admittedly not the most exciting topic in the world, it is a
major part of the risk management process.

I
UNDERSTANDING FINANCIAL RISK

Virtually all supply chain risk events have financial implications.
Everything that happens within a supply chain eventually ends up on the
income statement, balance sheet, or cash flow statement. Our interest in
this chapter is concerned with the kinds of events where the primary and
immediate effect is financially related. In other words, financial impact is
the primary rather than subsequent effect. Two major areas that comprise
financial risk include supplier financial viability and supply market vola-
tility, which the following discusses.

Supplier and Customer Financial Viability

Some observers will attribute the growth in the awareness of supply chain
risk management to the terrorist attacks on the United States in 2001.
However, even though these catastrophic events raised awareness about
U.S. vulnerabilities, it was not until the financial meltdown of 2008 that
the shock came to the U.S. system, and even to the world, in terms of
supply chain risk awareness. At no point since the Great Depression did
the financial system of the world’s largest economy risk collapsing to the
extent that we witnessed in 2008.

Extensive research and experience with companies has helped us reach
several conclusions regarding supplier and customer financial risk analy-
sis. Financial risk analysis is about as far as most companies have pro-
gressed in terms of managing supply chain risk. Unfortunately, financial
risk is not the only kind of risk present in supply chains. Second, given that
third-party data about suppliers and customers is increasingly available, it
should come as no surprise that most companies begin their supply chain
risk management journey looking at financial risk of entities within the
supply chain. Keep in mind that assessing financial strength is necessary
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but is not a sufficient enough part of supply chain risk management to be
the only thing being assessed.

Supply Market Volatility

Another major source of financial risk is the volatility of commodity supply
markets. The bottom line is that businesses do not like volatility. It makes
their ability to plan difficult, if not impossible. If you believe that com-
modity price fluctuations have increased over the last decade or so, you are
right. The size of fluctuations in commodity prices has more than tripled
since 2005 compared with the period 1980-2005, based on International
Monetary Fund data. Those who follow supply markets know that when
demand exceeds supply, the results are allocation of supply, a shifting of
power from buyers to sellers, and of course financial risk due to higher
prices. Pricing volatility is a direct cause of increased financial risk.

Why do we have such serious commodity fluctuations today? Unlike
previous waves of volatility, the current period of fluctuating commod-
ity prices is not driven by a fundamental crisis such as a world war or
severe depression. The volatility appears to be a structural change in the
way the global economy has organized itself as only eight countries pro-
duce the majority of the world’s commodities. As demand keeps rising,
prices are prone to fluctuations—and this, rather than outright scarcity, is
the major challenge. Other challenges facing commodity markets include
a willingness of countries (think China here) to manipulate the supply of
certain resources, water scarcity, climate change, and energy constraints
that limit output. Mining projects in Chile and Mongolia, for example,
have been delayed due to energy and water shortages, potentially affecting
world prices. Nationalization of commodity companies and the confisca-
tion of foreign-owned assets (such as in Venezuela) are also factors in this
era of fluctuating prices.? It has also become evident that industrial buyers
are not only competing with other companies for commodities today, but
they are competing with investors who are increasingly looking to com-
modity markets for financial returns.

We can also have volatility simply because abrupt changes or shocks
occur in the demand or supply side of the commodity equation. We are
all familiar with stories involving a facility that explodes and takes with
it a disproportionate amount of the world’s supply of whatever it is that
facility produces. Most of the time we cannot even pronounce what
that facility makes. We quickly come to realize, however, the item that just
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disappeared is a key ingredient that many industries rely on to make their
products. Recall from Chapter 1 the fire at a German facility that pro-
duces an item called Nylon 12. It quickly became evident after the fire that
almost all automotive companies use Nylon 12 and that facility produced
a major portion of the world’s output. Before that explosion, most of us
could not even spell Nylon 12.

Abrupt shifts can also affect the supply side of commodity markets.
When a large player or even an entire industry enters a commodity market,
sometimes for the first time, the result is usually a dramatic shift in the
demand curve with a lagging shift in the supply curve. The inevitable result
of this scenario is higher commodity prices. When McDonald’s introduced
Chicken McNuggets the poultry market became volatile as the demand for
chickens quickly exceeded the supply of chickens. Simply put, the chickens
needed some time to catch up with this dramatic demand shift (although
our sources tell us the chickens put forth a valiant effort). Supply can only
increase at a certain rate and usually becomes available in “chunks.” The
following example illustrates what happens when an entire industry shifts
to a commodity for the first time. The results are usually not pleasant.

A Case Study of Supply Market Volatility

Perhaps one of the best case examples of commodity volatility that creates
financial and eventually strategic risk involves a relatively unknown ele-
ment called palladium. This is an element with the chemical symbol “Pd”
and an atomic number of 46. It is a rare and lustrous silvery white metal
discovered in 1803 by William Hyde Wollaston. More than half of the
demand for palladium comes from automotive catalytic converters, which
convert harmful exhaust into less-harmful substances. It is also used in
electronics, dentistry, medicine, hydrogen purification, chemical applica-
tions, groundwater treatment, and jewelry. Palladium also plays a key role
in the technology used to develop fuel cells that combine hydrogen and
oxygen to produce electricity, heat, and water.?

For years auto companies used platinum for emission control in cata-
lytic converters. In anticipation of tougher emission rules by the U.S. gov-
ernment, auto companies began to design palladium into their pollution
control equipment. Much to the dismay of other industries that use pal-
ladium, the automotive industry suddenly comprised more than half the
world’s palladium demand. Besides being more effective at cleaning vehicle
exhaust, it was also less expensive, at least at the time, than platinum.* The
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end of the Cold War left a large stockpile of inexpensive palladium, par-
ticularly in Russia. (Palladium has military applications.) Unfortunately,
when an entire industry the size of the automotive industry makes a com-
mon change to a new material, one should not be surprised at the resulting
shock to the supply market.

As engineers replaced platinum with palladium, the worldwide price of
palladium became very volatile. As demand accelerated, the price peaked
at almost $1,100 an ounce in 2002, with each vehicle requiring almost
one ounce of palladium. As a comparison, 10 years earlier palladium was
less than $100 per ounce. At this point macroeconomics would suggest
that high commodity prices would encourage suppliers to provide more
output, helping to bring supply and demand closer to market equilib-
rium. Unfortunately, a move toward equilibrium did not happen. First,
the primary supply sources of palladium are Russia and Africa, two areas
that would not be anyone’s top choices as sourcing locations from a risk
management perspective. The Russian government, treating the size of its
palladium stockpile as a state secret, showed a willingness to “delay” the
release of palladium from its stockpile, thereby creating major supply and
price disruptions. Also, Western companies were having trouble attract-
ing skilled workers to Africa due to violence and the AIDS epidemic. This
had a negative effect on that supply market.

Palladium is also somewhat unusual geologically compared with most
other elements. It is mined with platinum in Russia and with nickel in
Africa, and the amount of palladium in the ground is proportionally
less than platinum or nickel. Some would say it is a by-product of min-
ing other elements. Producers would have to increase their platinum and
nickel production to increase their output of palladium, which would
cause the prices of those two elements to plunge if demand for nickel and
platinum remain steady. While the financial meltdown of 2008 caused the
per ounce price to fall to almost $200, the price per ounce doubled in 2010
from around $400 to almost $800 per ounce. Over the last several years
the price has fluctuated between $500 and $800 per ounce.

GETTING SERIOUS ABOUT MANAGING FINANCIAL RISK

A variety of approaches exist for addressing financial risk across the sup-
ply chain. This is not surprising since corporate insurance, treasury, and
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investment groups have long thought about risk from a financial perspec-
tive. The following approaches for managing supply chain risk borrow
heavily from the finance side of the business.

Supplier Financial Health Assessment through Ratio Analysis

A common approach for evaluating a company’s financial situation
involves ratio analysis. Ratios, also called financial performance metrics,
simply represent one number divided by another to provide a value that
is then compared to an industry benchmark, internal historical perfor-
mance, or to other companies, usually in the same industry.

The reasons for calculating and then interpreting financial ratios
are straightforward. We use supplier financial ratios to manage risk by
providing insights that financial data simply cannot provide. The ratios
take financial data and turn that data into value-added information that
allows for relatively easy interpretation. Furthermore, ratio analysis, when
performed on a regular basis, can highlight trends that can be positive
or negative. Ratios can also be used to determine the relative financial
strength of a supplier compared with other suppliers in an industry.
Perhaps most importantly, various tools use financial ratios to predict the
potential of supplier bankruptcy. The most common bankruptcy predic-
tor, the Z-Score, is discussed later. Bankruptcy predictors are actually part
of something called predictive analytics, which Chapter 11 addresses.

Ratios are used at different times. Within the context of supply chain
risk management, financial ratios are used when—

« Evaluating potential suppliers

A purchase requirement involves a significant amount of dollars

« Buying items that are critical to the functioning of your business
or product

« Entering into a longer-term contractual agreement

« Conducting regular risk scans of your supply chain

« Planning to do business with a supplier where switching options are
limited when a company starts using that supplier

Financial Ratio Categories. Literally hundreds of financial ratios exist.
Toss some financial data into a numerator and some into a dominator, add
a bit of pixie dust, and be prepared to be amazed as a financial ratio magi-
cally appears. The first test of a ratio should be that it tells us something
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of importance rather than simply being the result of numbers thrown into
a formula.

Even though hundreds of ratios exist, they generally fall into one of six
major categories. It is important to note that not everyone agrees on these
categories. Some sources present a different mix of categories, sometimes
omitting the market and growth categories presented here and adding
ratio categories with names such as solvency, financial efficiency, cash
flow, and investment valuation ratios. Interestingly, a search of financial
resources reveals that while overlap exists across some ratio categories,
total overlap or agreement is rare, if nonexistent. Regardless of the catego-
ries used, each ratio category should answer a specific question or satisfy a
specific objective unique to that category.

Figure 6.1 presents four ratio categories along with examples of spe-
cific ratios within each category. One major category includes liquidity
ratios, which help identify if a supplier is capable of meeting its short-term
financial obligations. A second major category, activity ratios, includes
ratios that probe how effectively a supplier is managing its assets. A third

Liquidity Preferred Direction:
+ Current ratio: current assets — current liabilities Higher
+ Quick ratio: (current assets — inventories)/current liabilities Higher
+ Cash ratio: cash/current liabilities Higher
Activity
+ Asset turnover: sales/total assets Higher
« Current asset turnover: sales/current assets Higher
+ Inventory turnover: sales/inventory Higher
+ Inventory days outstanding: 365/inventory turnover Lower
Leverage
+ Debt to equity: total liabilities/equity Lower
« Current debt to equity: current liabilities/equity Lower
« Interest coverage: earnings before interest and tax/interest Higher
Profitability
+ Net margin: net income/sales Higher
+ Gross margin: (sales — cost of goods sold)/sales Higher
+ Operating margin: operating income/sales Higher
+ Return on assets: net income/total assets Higher
+ Return on equity: net income/equity Higher
FIGURE 6.1

Examples of financial ratios.
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category is leverage ratios. Ratios in this family evaluate whether the sup-
plier is capable of meeting its debt obligations.

A popular and widely used group of ratios that almost everyone agrees
on is profitability ratios. Ratios in this group provide insight into the rate
of return a supplier is earning. Another category that doesn’t appear in
Figure 6.1 is market ratios, a set of ratios that indicate how well a sup-
plier is doing compared with market indicators such as price/earnings and
shareholder return. A final category, growth ratios (not shown in figure), is
somewhat different. Growth ratios provide insight into the rate of growth
over time that is occurring at a supplier. These ratios are often compared
from one period to another period and require data from multiple periods
for their calculation, which is not true of the other ratio categories. Taken
at a specific point in time, growth ratios will not provide much insight.

Obtaining Financial Data. Without question the key to successful
financial ratio analysis is obtaining reliable data on a timely basis, which
is easier said than done. One challenge is that many companies use sup-
pliers that are private companies. These companies are under no obliga-
tion to make available the same types of financial documents as required
by public companies. Second, the growth in global supply chains means
greater use of international suppliers. It is common knowledge that finan-
cial data in certain parts of the world might not be accurate or accessible.
The method of using two sets of books, which is unthinkable (and illegal)
in developed countries is not so unthinkable in other countries. Even data
about public companies can be problematic. Large companies in partic-
ular will have several if not many operating units and facilities that are
aggregated into the financial statements. Breaking out specific results can
be challenging, if not impossible.

In practice, companies should establish a repository that contains infor-
mation from a variety of sources. Internal users should then have easy
access to this information when they monitor supplier risk. What are
some sources of supplier financial information? A partial listing includes
the following:

« Company-published annual reports

« Company-supplied 10-K and 10-Q reports
o Dun & Bradstreet reports

« Credit reports and bank references
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o Third-party ratings with an independent firm such as Moody’s
 Trade and business journals
o Supplier-provided data

This last item is particularly important. One advantage of working with
suppliers on a longer-term basis is the opportunity to share valuable infor-
mation. Furthermore, as relationships and trust evolve, a supplier should
be more willing to share information with a customer, including insights
into financial issues that might otherwise not be shared for fear of what
the customer might do with that information.

Bankruptcy Predictors

With a crisis often comes opportunity, and that is exactly what happened
after the financial meltdown of 2008. A clear need presented itself for ways
to assess the financial health of companies that combined sophisticated
algorithms and financial data. As a result we are witnessing a growing
number of more third-party providers offering sophisticated tools for
assessing company health.

One of the most popular and well-established tools for assessing finan-
cial health using ratios is the Altman Z-Score. Developed by Dr. Edward
Altman of New York University, the Z-Score combines a series of weighted
ratios for public and private firms to predict financial bankruptcy. The
Z-Score is almost 90% accurate in predicting bankruptcy one year in
advance and 75% accurate in predicting bankruptcy two years in advance.

The Z-Score has two attributes that make it a valuable tool for supply
chain managers. The first is its relative simplicity. Only four ratios are
needed to calculate the Z-Score for private firms and five ratios for pub-
lic firms. Furthermore, the Z-Score can be interpreted with an easy-to-use
red, yellow, and green system. The Z-Score also provides a single score
that can be used during the preliminary evaluation of potential suppliers.
It provides guidance regarding which suppliers to keep or eliminate from
the selection pool. And, it provides a basis for tracking financial changes
over time. Supply chain risk managers should calculate supplier Z-Scores
at least quarterly. The following are the Z-Score formulas for private and
public firms. Notice that a company’s total assets appear in three out of four
ratios for a private company and four out of five ratios for a public company.
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Private Company

7 Score = 6.56X Working Capital N y Retained Earnings

Total Assets ' Total Assets
6.7 EBIT +1.05 Net Worth
Total Assets Total Liability
EBIT Earnings before interest and taxes
where:
Z-Score < 1.1 Red Zone—Supplier is financially at risk
Z-Score between 1.1 and 2.6  Yellow Zone—Some area of financial
concern
Z-Score > 2.6 Green Zone—Supplier is financially
sound

Public Company

Working Capital T L4x Retained Earnings N

Z-Score=1.2% .
Total Assets Total Assets
EBIT Net Worth Net Sales
33— —4+06X————+19X————
Total Assets Total Liability Total Assets
EBIT Earnings before interest and taxes
where:
Z-Score < 1.8 Red Zone—Supplier is financially at risk
Z-Score between 1.8 and 3.0 Yellow Zone—Some area of financial
concern
Z-Score > 3.0 Green Zone—Supplier is financially
sound

The Z-Score Illustrated. It is beneficial to not only present the Z-Score
methodology but also to illustrate its use. Table 6.1 provides data for three
suppliers that are competing for a contract to provide a base chemical to a
pharmaceutical company. For Z-Score calculation purposes the required
data for the ratios appears in either the balance sheet or income statement.
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Selected Supplier Balance Sheet Data (US$ in millions) for Period Ending

December 31, 2014
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Assets
Cash
Marketable securities
Accounts receivable
Inventories
Total current assets
Investments at equity
Goodwill
Total investments and other assets
Property, plant, and equipment
TOTAL ASSETS

Liabilities And Shareholders’ Equity
Notes payable
Accounts payable
Taxes due on income
Accrued payroll and employee benefits
Total current liabilities
Long-term debt
Common stock
Retained earnings
Shareholders’ equity
TOTAL LIABILITIES AND
SHAREHOLDERS’ EQUITY

Ninaka

Materials

$95.9
$122.5
$889
$1057.7
$2,165.1
$738.4
$300
$1,038.4
$1,734.5
$4,938

$525.5
$525.9
$245
$484.2
$1,780.6
$1,243.5
$300
$1,613.9
$1,913.9
$4,938

FASE

Chemicals

$35
$9
$45
$75
$164
$21
$40
$61
$125
$350

$11
$75
$23
$13.5
$122.5
$55
$30
$142.5
$172.5
$350

DMS NV

$54.3
$27.7
$174.5
$135.4
$391.9
$95
$80.4
$175.4
$412.5
$979.8

$35
$125
$48
$139
$347
$165
$57.8
$410
$467.8
$979.8

Statement of Income Data (US$ in millions) Year Ended December 31, 2014

Ninaka FASE
Materials Chemicals DMSNV
Net sales $6,500 $550 $1,355
Cost of goods sold $5,500 $407.5 $948.5
Selling, general, and administrative expenses $475 $65 $250
Interest expense $300 $12 $55
Costs and expenses $6,275 $484.5 $1,253.5
Income before income taxes $225 $65.5 $101.5
Estimated taxes on income $100 $28 $35
NET INCOME $125 $37.5 $66.5
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The net worth figure is also called shareholders equity in the balance sheet
for publicly traded companies.” From an accounting standpoint, working
capital is defined as the difference between current assets and current
liabilities. This figure could be negative if a company’s current liabilities
exceed its current assets. Earnings before interest and taxes (EBIT) could
also be negative in the calculation. The following illustrates the Z-Score
for the suppliers presented in Table 6.1:

Supplier Name: Ninaka FASE pmv
Working capital/Total assets x 1.2 = 0.093 0.142  0.055
Retained earnings/Total assets x 1.4 = 0.457 0.569  0.586
EBIT/Total assets x 3.3 = 0.351 0.730  0.527
Net worth/Total liabilities x 0.6 = 0.379 0.583  0.548
Sales/Total assets x 1.0 = 1.32 1.57 1.38

Z-Score = 2.60 3.59 3.10

The following presents the figures used for the Ninaka calculation as
a guide:

« Working capital/Total assets x 1.2 = (($2,165.1 current assets —
$1,780.6 current liabilities)/($4,938 total assets) x 1.2) = 0.093

+ Retained earnings/Total assets x 1.4 = (($1,613.9 retained earnings)/
($4,938 total assets) x 1.4) = 0.457

» EBIT/Total assets x 3.3 = (($6,500 sales — $5,500 cost of goods sold -
$475 SGA expenses)/($4,938 total assets) x 3.3) = 0.351

» Net worth/Total liabilities x 0.6 = (($1,913.9 Shareholders’ equity)/
($3,024 total liabilities) x 0.6) = 0.379

o Net sales/Total assets x 1.0 = (($6,500 net sales)/($4,938 total assets)
x 1.0) = 1.32

From this analysis we conclude that only one of the three suppliers
Z-Scoreisin the green zone, indicating the supplier is financially sound. The
other two suppliers, while well above the 1.8 Z-Score threshold value that
indicates serious financial risk, have some area of concern. For Ninaka the
net worth/total assets value is relatively low, while DMV had higher cur-
rent liabilities compared with current assets and a lower EBIT compared to
total assets. Ideally we would like to have financial data for multiple periods
so the Z-Score can be compared against other periods. Trend data almost
always provides valuable insights that point-in-time data cannot.
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Keep in mind that the Z-Score is a financial risk indicator; it does not
tell us if the supplier has adequate capacity or can meet quality or deliv-
ery requirements. Chapter 13 will illustrate a technique for performing a
rough-cut supplier capacity analysis using a small set of the financial data
presented in Table 6.1.

Other Predictive Indicators. It is not reasonable to assume that every
company has the resources or expertise to evaluate hundreds or even
thousands of suppliers from a financial risk perspective. It is also not safe
to assume that financial data about these suppliers will be available or easy
to obtain. For a variety of reasons buyers will rely on third-party data to
support their financial assessment efforts. Two of the more popular pre-
dictive indicators are Rapid Ratings and Dun & Bradstreet.

Rapid Ratings (www.rapidratings.com) provides a comprehensive finan-
cial health assessment of companies. The assessment is a multiple-part
report that provides extensive financial data and analysis. The first page of
the output report is a detailed discussion of a company’s Financial Health
Rating (FHR), which is a number that ranges from 0 to 100. This also
includes multiple years of FHR trend data for comparison purposes. The
subsequent detailed report contains six sections: Section 1 is the execu-
tive summary, Section 2 includes a Return on Capital Employed (ROCE)
analysis, Section 3 reports FHR history and performance category scores,
Section 4 identifies areas of strength and weakness in relation to other sec-
tor participants, Section 5 is the company’s balance sheet, and Section 6 is
the company’s income statement.

Dun & Bradstreet (www.dnb.com) offers a suite of risk management
products offering core and add-on modules under a broader category
called Supplier Risk Manager. Two analytic tools are available that use
predictive scores, including the Supplier Stability Indicator (SSI), a predic-
tor of near term (90-120 days) financial and operational stability and the
Supplier Evaluation Risk (SER) Rating, which predicts the likelihood that
a company will obtain legal relief from creditors or cease operations with-
out paying creditors in full over the next 12 months.

Qualitative Supplier Financial Risk Indicators

The financial analysis of suppliers should benefit from a combination of
quantitative and qualitative assessments. While ratio analysis is a power-
ful tool, the technique still relies on data that are updated infrequently,



116 « Supply Chain Risk Management: An Emerging Discipline

difficult to obtain, or sometimes unreliable. The following presents a
checklist that might provide clues that a supplier is struggling from a
financial perspective®:

+ A large portion of a supplier’s sales go to customers in depressed
industries

A supplier cannot meet agreed-upon lead times because of late pur-
chase order placement for its materials

« A supplier is shipping early due to a lack of business

o The supplier announces facility shutdowns, closings, and/or layoffs

o The supplier has reduced its investment in R&D, IT, equipment,
or resources

+ Unusual turnover occurs at the executive level

o The supplier’s payables period is lengthening

+ Quality is deteriorating

« Additional discounts are offered for early payment or payments are
required in advance

o The supplier is restating financial reports and projections

« The supplier’s product is labor intensive, requiring large payrolls

o The supplier has absorbed up-front research and development and tool-
ing costs on new products that are delayed in getting to the marketplace

 An unusual amount of company stock is being sold by executives

« Rumors of problems begin to emerge

While qualitative indicators are not modeled quantitatively like ratios,
they can still provide valuable insights that financial data and ratio analy-
sis cannot. Like forecasting, which benefits from a combination of quanti-
tative and qualitative approaches, assessments of supplier financial health
should also benefit from a quantitative and qualitative approach.

Assessment of Customer Creditworthiness

While one end of the supply chain thinks about the financial strength of
suppliers, the other end thinks about the financial strength of custom-
ers. Effective financial risk management considers both ends of the supply
chain. Just as assessments of supplier financial viability should routinely
occur, so too should assessments of customer creditworthiness.
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The discussion that took place regarding ratio analysis of suppliers from
a risk perspective is much the same for customers except with different
objectives. A company evaluates the financial integrity of suppliers with
the objective of avoiding future supply disruptions due to financial issues
while it evaluates the financial integrity of customers with the objective of
ensuring its invoices are paid. The interpretation of the various ratios used
does not change because a company is a supplier versus a customer.

Similar to supplier financial reports and bankruptcy predictors, risk
managers can use third-party data providers to gain insight regarding cus-
tomer creditworthiness. An example includes the Debtor Risk Assessment
(DRA) score from the Coface Group, a 60-year old company that main-
tains a database of 50 million companies worldwide. Coface calculates a
DRA from 0 to 10, with each score corresponding to a different category
of trade risk. The assessment comprises primarily data points based on
financial ratings, payment incident ratings, and company identity data,
although the DRA can be adjusted for external shocks to the economy,
trend behavior, or modifications by senior analyst reviews.

Another example of third-party customer risk assessments includes a
suite of three reports available from Dun & Bradstreet. While not specifi-
cally endorsing any particular product, these reports offer a wide range of
customer information that highlights the kinds of data that are available:

» Comprehensive Insight Plus Report. The most comprehensive (and
expensive) of the three reports, this report provides a business sum-
mary, information about corporate relationships, credit limit rec-
ommendations, public filings, financial statements, payment history,
D&B ratings, and scores that predict the likelihood of future busi-
ness failure or late payments.

+ Business Information Report. This report provides essentially the
same information as the first report except it excludes the scores that
predict the likelihood of future business failure or late payments.

« CrediteValuator Plus. Thisbasic report provides customer payment his-
tory, industry payment benchmarks, and credit line recommendations.

Other applications and services are available from D&B that target cus-
tomer credit risk management. A variety of other sources provide basic
credit rating scores that can support the development of a credit and
accounts receivable policy for a customer.
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Hedging

Hedging is a financial risk technique that has been practiced for many
years. What exactly is hedging? Hedging is a risk management strategy
used in limiting or offsetting the probability of loss from fluctuations in
the prices of commodities, currencies, or securities.” In effect, hedging
is a transfer of risk without buying insurance policies. Hedging employs
various techniques but basically involves taking equal and opposite posi-
tions in two different markets. One could make a strong argument that
a longer-term supply contract that features fixed pricing offers hedges
against financial risk. Hedging and hedges can take a variety of forms.

Hedging is a best demonstrated practice for removing pricing risk.
Management must be constantly reminded that hedging is a pricing tool.
It is used to manage earnings and may result in “lost opportunities” while
preventing terrible surprises. Let’s be clear about something important—
the motivation behind hedging is risk aversion and not monetary gain.
If the objective is financial gain, then we are no longer engaged in hedging.
We are engaged in speculation. Hedging (risk aversion) is not speculating
(risk taking).

Hedging usually occurs within two broad categories—commodity
hedging (primarily metals, petroleum, and agricultural futures) and cur-
rency hedging. Futures contracts also cover interest rate and stock index
futures. Conceptually, hedging involves the purchase and sale of contracts
in a marketplace where a gain in one contract is offset by a loss in another,
thereby protecting a specific position.

There are two primary kinds of hedging contracts. The first is called
futures exchange contracts. These are traded on commodity or currency
spot market exchanges. They are rigid in structure and are usually settled
on the third Friday of the contract month. Simply turn to the “Money and
Investing” section of The Wall Street Journal and find the tables for the
values of futures contracts looking out into a specified future date (or go
to wsj.com/commodities). The second type of hedging contract is called
forward exchange contracts. These are issued by banks and traded among
financial institutions. While similar to futures contracts, they are indi-
vidually contracted and provide more flexibility.

Why should a company engage in hedging? Consider the following
scenario where a company decides not to engage in hedging. An apparel
company creates a 2016 budget that considers cotton prices at $0.88 per
pound that reflects the price in September 2015. The company expects
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to buy 1 million pounds of cotton in 2016. The 2016 financial plan will
build in an expectation of $880,000 (1 million x $0.88) for cotton. Now,
let’s fast-forward to 2016, when cotton has increased to $1.00 per pound.
If $1.00 per pound is the average price over the year, this company will
see its operating income drop by $120,000 ($1 million actual 2016 cot-
ton expenditure less $880,000 budgeted cotton expenditure) compared to
the budget plan. This company should also expect to see a decline in all
its financial returns measures. If this company had purchased a futures
contract at $0.88 per pound, it could have avoided the $120,000 “loss”
from purchasing the cotton in 2016 prices. Of course, if the price of cotton
declined to $0.76 in 2016, the company would have foregone a $120,000
“gain.” But, do not forget that the point of hedging is not to gain or lose.
It is to provide stability that allows for more effective planning and the
avoidance of major surprises.

Options. Buyers can purchase a third type of contract called futures
options. Options allow the holder to exercise the future contract at a pre-
established price or to walk away from that contract. If a commodity mar-
ket shifts in favor of a buyer, which likely means the commodity is lower
than the futures contract price, the buyer will take advantage of the mar-
ket shift and forego exercising the contract. If the market shifts against
the buyer, which likely means the commodity price has moved higher
than the futures contracted price, the buyer will exercise the option at the
contracted futures price. As your parents probably said, if something
sounds too good to be true, it probably is. The reality is that purchasing
options can be quite expensive. This points out once again that in business
there is no such thing as a free lunch.

Let’s illustrate futures options with a currency example. A buyer orders
equipment directly from a German company that costs 10 million euros (€)
with expected delivery in six months. The company can purchase a futures
option to buy euros in six months at €1 = $1.28. Conversely, $1 = €0.78. The
cost of the equipment in U.S. dollars is $12.8 million (€10 million x 1.28 or
10 million / 0.78), which the futures contract locks in.

Now, let’s look at two scenarios and predict what would likely happen. In
Scenario A, the exchange rate in six months changes to €1 = $1.20, which
makes the cost of the equipment in U.S. dollars $12 million (€10 million
x 1.2) at time of delivery. In this case the buyer will likely walk away from
the futures contract and purchase the euro on the open market, assuming
the currency savings are greater than the option cost. In Scenario B, the
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exchange rate changes in six months to €1 = $1.35, which makes the cost of
the equipment in U.S. dollars $13.5 million (€10 million x 1.35) at time
of delivery. In this case the buyer will exercise the option to pay with euros
at the futures contract rate of €1 = $1.28 and “make” $0.07 per euro.

In closing, hedging is a well established but certainly not foolproof way
to mitigate financial risk. The list of items that cannot be hedged is much
longer than the list that has active futures markets. This limits where
hedging can be applied. Furthermore, supply chain managers are strongly
urged to work closely with finance before even thinking about hedging
activities. This is one area where specialized finance knowledge is critical.
Hedging, options, and commodity and currency trading are not for the
faint of heart or the ill-prepared.

Currency Risk Management Approaches

Whenever a company engages in international buying or selling, it raises
the possibility of currency fluctuations that present financial risk. This
does not always have to be the case. For example, some countries use the
U.S. dollar as their currency. These are generally not major countries or
trading partners of the United States. Examples of countries that use the
dollar are Bermuda, Panama, Ecuador, and El Salvador. The technical term
for this is dollarization, which occurs when the inhabitants of a country
use foreign currency in parallel to or instead of the domestic currency as
a store of value, unit of account, and/or medium of exchange within the
domestic economy. The term is not only applied to usage of the U.S. dollar,
but generally to the use of any foreign currency as the national currency.?
Currency risk involving countries that use the dollar as their currency is
essentially nonexistent. Other countries may use the euro as their cur-
rency while others use the Australian or New Zealand dollar, Swiss franc,
or Indian rupee.

A second scenario involves countries that freely accept a second cur-
rency for transactions in addition to their own currency. There are prob-
ably a dozen or so countries that use the U.S. dollar alongside their own
currency. This too can have the effect of minimizing currency risk since
the dollar is an accepted currency.

A third scenario involves countries that peg their currency against a
specific value of a second currency. This scenario also minimizes risk
because a country sets or “pegs” its currency to a specific value of another
currency. These pegged values are usually stable over time. For many years
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the Chinese government pegged its currency, the renminbi or yuan, to a
specific value of the U.S. dollar. It is only fairly recently that the Chinese
government has allowed its currency to trade a bit more freely. Its trad-
ing band, however, is still tightly controlled by the Chinese central bank.
Currency risk with countries that peg their currency to a company’s coun-
try currency is fairly small, at least in the short term.

The final scenario, and the one that presents financial risk, occurs when
one currency freely floats against the value of another currency. This
means the relative value of a currency could increase or decline relative to
another currency. While a currency shift could work in a company’s favor,
it could go also go the other way.

What are some approaches for managing currency risk? The following
list, while not exhaustive, shows that a variety of methods can be used
in isolation or in combination with other methods to address currency
risk issues.

Currency Hedging. The previous section illustrated the use of options
and currency hedging, so there is no need to repeat that information here.
Without question, hedging is one of the most common ways to address
currency risk when engaging in international business.

Purchase in the Home Country Currency. It should come as no sur-
prise that many companies, especially smaller companies, manage cur-
rency risk by avoiding it. One way they do this is to write international
purchase contracts in the company’s home currency. When this happens,
the other party assumes the currency risk. How could there possibly be a
downside to this approach? If you think this approach sounds too good to
be true, you're probably right.

The party that accepts the currency risk knows it has taken on this risk.
And it should come as no surprise that this assumption of risk will likely
come with a cost. We should expect the party that assumes the risk, par-
ticularly suppliers, to add some factor into their unit price to compensate
for its risk management costs or exposure.

Offering to assume the currency risk could result in a lower unit cost,
which has clear financial implications. Do not forget that inventory is
treated as a current asset on the balance sheet. If the value of that asset is
being inflated due to currency risk management costs, this will adversely
affect a wide range of high-level financial indicators, including return on
assets and return on invested capital. More advanced companies try to
take out all the “cost adders” that suppliers include so they can better man-
age these cost elements. As an aside, risk management costs are certainly
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not the only cost adder or factor that suppliers might include in a purchase
price. Suppliers might include adders when customers fail to pay invoices
in a reasonable time or constantly change order quantities.

Sharing Currency Risk. The parties to a contract can agree to share risk
when currency rates fluctuate. With this approach the responsibility for
managing currency risks does not fall to a single party. This is a reason-
able approach if the parties to a contract are confident that currency rates
will remain relatively stable over a specified period or when dealing with
shorter-term contracts. The reality is that most currency rates fluctuate at
slower rates compared with commodities.

Currency Forecasting. Currency forecasting, which should occur regu-
larly, can be performed by corporate finance groups, external third par-
ties, or a combination of the two. The results of the forecasting process
can affect the degree to which a company engages in currency risk man-
agement. If a forecast predicts minimal shifts in the relative value of one
currency against another, then a buyer will likely not focus too extensively
on currency risk as an issue, at least in the short term. Currency shifts that
are forecasted to be more dramatic or uncertain invite more aggressive
risk management approaches.

Contract Escape Clauses. A common risk management approach, usu-
ally insisted upon by the legal group, is to have language in a purchase
contract that allows a party to opt out of an agreement due to currency
issues. This generally does not happen when the contract is for a piece of
capital equipment that has a longer lead time. Rather, it is more common
with contracts that involve repetitive purchases. A supplier would likely be
reluctant to enter a contract to build and sell a $5 million piece of equip-
ment with the risk that a buyer can simply walk away from the contract
because of a currency shift.

Currency Renegotiation or Adjustment Clauses. Another approach
for addressing currency risk is to stipulate when formal currency reviews
will occur. These reviews are generally triggered in two ways—delivery-
triggered reviews and time-triggered reviews. With delivery-triggered
reviews, a supplier delivery triggers the currency review, while time-
triggered reviews happen at specific dates.

Most parties recognize that some normal or accepted currency risk takes
place when using currency renegotiation or adjustment clauses. Figure 6.2
illustrates the concept of normal currency risk in a time-triggered adjust-
ment clause. As long as the value of the Japanese yen to the dollar stays
within an agreed-upon bandwidth, in this case 90-102 yen to $1, no
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Time-Triggered Adjustment Clauses

An annual contract for electronic components is agreed to with a Japanese producer in January.
A currency clause is agreed to that stipulates currency reviews will occur quarterly. The exchange
rate at the time of signing the contract is 96 Yen = $1. The parties have agreed that a band of
normal currency risks is +/— 6%. Adjustment review dates are April 1, July 1, and October 1.

Upper Risk Boundary 102 Yen/$
96 Yen/$ Base Normal Risk Range
Lower Risk Boundary 90 Yen/$
FIGURE 6.2

Currency risk management.

formal review or discussion takes place when a review is triggered. This
bandwidth represents normal risk that the parties are willing to accept.
If, however, the relative currency values move outside the accepted band-
width, a formal currency review is triggered. At that point various actions
might be agreed to by the parties, including currency risk sharing or pos-
sibly even the termination of the contract.

Regardless of the approach used to manage currency risk, it is recom-
mended that supply chain professionals work with their counterparts in
finance before engaging in any activities that take the supply chain profes-
sional out of his or her comfort zone, something that in itself could lead to
unnecessary risk.

CONCLUDING THOUGHTS

While financial risk assessment may be more mature than other risk man-
agement techniques, this does not mean that challenges do not remain or
that further improvements are not possible. The challenge with any sup-
ply chain technique, including financial assessment techniques, is moving
beyond first-tier suppliers. Second-tier suppliers that suffer a disruption due
to financial difficulties will soon affect tier-one suppliers, which will quickly
affect the operations of your company. If your executive leadership assumes
that there is nothing to worry about because surely your tier-one suppliers
take the pulse of their tier-one suppliers (your tier-two suppliers), at least take
comfort in knowing there are countless others who share this same delusion.
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Summary of Key Points

Supplier financial risk analysis is about as far as most companies
have progressed in terms of managing supply chain risk.

Given the increasing availability of financial data it should come as
no surprise that most companies begin their supply chain risk man-
agement journey looking at supplier financial risk.

The size of fluctuations in commodity prices has more than tri-
pled since 2005 compared with 1980-2005 based on International
Monetary Fund data, making supply market volatility a major con-
tributor of financial risk.

A variety of approaches exist for addressing financial risk across the
supply chain, which is not surprising given that risk at the corporate
level has historically been defined largely in terms of financial risk.
The financial analysis of suppliers should benefit from a combination
of quantitative and qualitative assessments.

A common approach for evaluating a company’s financial situation
involves ratio analysis. Without question the key to successful finan-
cial ratio analysis is obtaining reliable data on a timely basis.

One of the most popular tools for assessing financial health using
ratios is the Altman Z-Score. The Z-Score is only a financial risk
indicator; it does not tell us if the supplier has adequate capacity or
can meet quality or delivery requirements.

A best practice for removing pricing risk is hedging. Conceptually,
hedging involves the purchase and sale of contracts in a marketplace
where a gain in one contract is offset by a loss in another, thereby
protecting a specific market position.

Whenever a company engages in international buying or selling, it
raises the possibility of currency fluctuations that present financial risk.
A variety of methods are available to help manage currency risk, includ-
ing currency hedging, purchasing in the home country currency,
sharing currency risk, currency forecasting, contract escape clauses,
and currency renegotiation or adjustment clauses in contracts.
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Operational Risk

Imagine a company that sells some of the hottest products on the planet
with just a few products representing a disproportionate share of revenues.
Imagine further that this company has relied on a single Chinese sup-
plier and location to build these products. And imagine even further that
this Chinese supplier is secretive, often showing an unwillingness to share
information publicly, particularly about labor problems. If this scenario
sounds operationally risky (and strategically risky as well), you just fig-
ured out why Apple has made a decision to diversify its supplier base by
expanding its outsourcing to a second supplier located in Taiwan.

This chapter will discuss the many potential operational failures through
the prism of the four pillars of supply chain risk—supply risk, demand risk,
process risk, and environmental risk. We will profile operational risks that
happen every day in these four areas. We’ll also discuss these risks in the
context of two basic operation horizons and present a program that tradi-
tionally has been utilized to mitigate and manage operational risks.

OPERATIONAL RISKS

By far, a disproportionate set of supply chain risks will be categorized
as operational since this category includes internal and external quality
problems, late deliveries anywhere in the supply chain, service failures due
to poorly managed inventory, problems related to poor forecasting, and a
thousand other events related to operational performance failures. This
section discusses the operational risks that are part of supply risk, demand
risk, process risk, and environmental risk. The two prevalent horizons
affecting supply chain risk management are the operational horizon,
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covering 0-45 days into the future, and the tactical horizon, which nor-
mally covers 1-18 months into the future.

Supply Risk

Referring back to the discussion in Chapter 2 regarding the four pillars
of supply chain risk, the supply management profession is by far the most
mature discipline within the supply chain arena when it comes to iden-
tifying, assessing, mitigating, and managing risk. Procurement profes-
sionals have been leveraging techniques to mitigate and manage risk for
more than 50 years. Let’s briefly identify operational and tactical risks that
reside within this risk pillar every day. In no particular order, we have sup-
plier lead times, supplier quality, supplier prices, supplier insolvency and
bankruptcy, supplier delivery issues, fraud, corruption, counterfeit parts
and components with subtier suppliers, and inbound logistics. To further
focus our discussion, we’ll classify these risks into supplier, logistics, and
fraud, corruption, and counterfeiting. Table 7.1 can be used as a reference
throughout the supply risk discussion.

Supplier Risks. As mentioned, procurement professionals have been
trained for many years to think about risk and contingencies, probably
much more so than any other discipline within the supply chain commu-
nity. One of the main reasons is most manufacturers’ cost of raw material
represents approximately 50%-70% of their total cost of goods sold. That’s
a huge portion of the total cost of finished products and an abnormally
large risk element to the organization.

As shown in Table 7.1, the traditional approach to handling sup-
plier risk has been to use buffer inventory or statistically derived safety
stock to absorb volume shocks or delays or supplier delivery and quality
issues. One of the traditional techniques many procurement professionals
have been trained to execute to ensure better pricing and better delivery
has been placing more and more of their raw material requirements with
one supplier. This traditional thinking and training was driven by the
premise that when a company’s purchase requirements become a larger
portion of a supplier’s order board, that supplier will bend in terms of
price and do its best to demonstrate solid delivery performance because
of the risk of losing those orders and volume.

This procurement strategy worked well in a stable environment before
globalization and supply market volatility. What actually took place is
many companies got a bit complacent performing their due diligence.
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TABLE 7.1
Supply Risks
Supply Risk Cause Horizons Traditional Remedies
Supplier lead Material/capacity issues Both Buffer stock, larger order
times quantities
Supplier Manufacturing processes Both Contract verbiage,
quality penalty clauses, inbound
inspection
Transportation  Breakdowns, acts of God, Both Contract verbiage,
lead time customs issues penalty clauses
Subcontractor  Initial source can’t deliver Both Contracts for potential
availability capacity reservation
Supplier Performance issues, contract ~ Tactical Due diligence, phone-fax,
pricing changes, breach of contract and possible visits
Time delay Customs, lack of Both Buffer stock, rescheduling
performance final delivery
Disruption Labor issues, natural Both Buffer stock, safety stock,
disasters, terror second source capacity
Import delays Customs paperwork, port Both Additional freight
strikes, labor issues forward companies, calls
to government contacts
Supplier Poor management, acts of Both Loans, law suites,
insolvency God, force majeure litigation, and second
sourcing
Fraud/ Poor government oversight Both Fines, penalties, and
corruption operating restrictions
Counterfeit Poor government oversight Both Fines, penalties, and
material operating restrictions
Supplier Manufacturing issues, Both Buffer stock, warehouse
delivery quality issues, customer inventory, second source

requirement changes

Buyers assumed a bit too much in terms of continued performance and
found out through disruptions, supplier insolvency, supplier quality issues

and much more, that relying on one supplier for a major portion of a com-
pany’s purchase needs might not be the best strategy when it comes to
managing risk across an entire organization.

Logistics Risks. Around the year 2000, during the Internet and e-business
boom came the concept of Business Process Outsourcing (BPO). IBM was
a big proponent of this concept within its own supply chain and promoted

doing what you do best and outsourcing the rest. Why did IBM and many
other companies embrace this approach to supply chain management?
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One reason was companies found that there were many organizations
around the globe that could do certain business functions better, faster,
and cheaper. And at that time, as the Internet was exploding on the sup-
ply chain scene, there was renewed interest in exploiting the World Wide
Web to collaborate with these new BPO organizations and new partners
to drive overwhelming top-line growth.

With that belief,a new industry called third-party logistics, or 3PLs, was
born. A quick story about the chemical industry in 2000 will perhaps pro-
vide some context regarding the growth of 3PLs. During this period the
chemical industry was still vertically (i.e., functionally) aligned in terms of
supply chain management. There were several reasons that many organi-
zations had not embraced the concept of supply chain management. First,
many organizations had very good profit margins and did not see the need
for change. Second, the “chemists” were still running chemical compa-
nies and lacked supply chain knowledge. And third, the chemical industry
was still an asset-intensive industry that believed in the benefits of verti-
cal integration.

During this time, a few leading-edge chemical organizations began
benchmarking their total logistics costs associated with inbound and out-
bound material delivery as a percent of total sales. The numbers were alarm-
ing. On average, the chemical industry’s transportation costs were more
than 10% of sales. As the industry benchmarked against other industries,
it came to the conclusion that while chemical companies were good at
breaking down hydrocarbons, these companies were not so good at logis-
tics. As a result these companies, like so many in other industries, out-
sourced their logistics to companies that could service their needs at a
much reduced rate.

If we scan Table 7.1 and view the logistics risks, we’re not saying the BPO
approach has totally eliminated logistics risk. However, these outsource
providers have developed many tools and techniques to manage risk for
their customers. Many of the traditional remedies are still being leveraged
but by a new industry that tends to have much more experience in global
trade and has invested in more advanced tools and techniques.

Fraud, Corruption, and Counterfeiting Risks. The European Banking
Board has developed a set of baseline definitions for their employees and
their customers to follow. Fraudulent practice means any action or omis-
sion, including misrepresentation, that knowingly or recklessly misleads
or attempts to mislead a party to obtain a financial benefit or to avoid
an obligation. Corrupt practice means the offering, giving, receiving, or
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soliciting, directly or indirectly, of anything of value to influence improp-
erly the actions of another party.! Counterfeiting occurs when something
is made in imitation so as to be passed off fraudulently or deceptively as
genuine.? This portion of supplier risk is far too large to dig deeper into at
this time, but we will talk at length about fraud, corruption, and counter-
feiting in Chapter 8.

Demand Risk

Demand management has always been a difficult discipline by defini-
tion. Part of this is due to the tendency of forecasts that are almost always
wrong to some degree. Demand management and forecasting techniques
and solutions have been available to the supply chain profession for over
80 years. There are hundreds of deterministic, statistical solution provid-
ers that provide companies with the ability to scan historical sales to arrive
at a forecast using techniques such as least squares, time series analysis,
and regression analysis. We’ll talk in more detail about these techniques
in Chapter 10, but for now we’ll segment the demand risk discussion into
customer risk, product risk, and logistics risk.

Customer Risk. As shown in Table 7.2, there are plenty of risks on the
customer side of the equation. The demand issue tends to get the most
focus because the purpose of demand estimation is to project what a cus-
tomer will buy, when they will buy it, and how many they will buy. With
complex supply chains and large product portfolios, not even considering
global markets, seasonal products and other extraneous factors, the task
is somewhat daunting.

Forecast error is a key risk in demand management that requires atten-
tion. The reason we focus on this risk, is that it runs from 10% error of
forecast versus actual at the aggregated product family level to more
than 40% error at the stock-keeping unit or item level. (Forecasts almost
always become less reliable as the forecasts become more granular rather
than aggregated.)

The traditional remedy to mitigate forecast error has been to statistically
calculate safety stock and develop buffer stocks at choke points through-
out the supply chain. The supply chain profession has been working for
more than 50 years to mitigate the risk of attempting to project what their
customers will buy and balancing supply to ensure superior service levels
to those customers. And industrial customers are in no way exempt from
providing additional risk to this pillar of supply chain risk. Customers
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TABLE 7.2
Demand Risks
Demand Risk Cause Horizons Traditional Remedies
Forecast error ~ Seasonal issues, lead Both Statistically derived safety
times, poor information, stock, buffer stock points,
inadequate systems, excess inventory
poor communications, throughout supply chain
inadequate skills
Time delays Customer changes, Both Rescheduling, price
systems issues, product concessions
issues
QOutbound Carrier issues, acts of Both Carrier discussions,
transit times God, customers’ issues customs calls, freight
forwarding follow-ups
Customer Poor communication, Operational ~ Concessions, Rescheduling
pricing inadequate contract deliveries
verbiage, poor
performance
Customer Poor communications, Operational ~ Constant conference calls,
promotions poor execution on both rescheduling
sides manufacturing and
deliveries, stealing product
form other customers
Customer Poor execution, fraud, Both Possible loans, possible
bankruptcy corruption, sell out by merger or partnership
owner
Product Poor quality control, Both Rescheduling, modifying
failure material issues, the specifications, price
incorrect specifications concessions
Warranty Poor communications, Both Law suites, litigation,
issues poor specification government involvement,
management, recall of fines and penalties
product, death and more
Customer loss  All of the above issues Both Sell off material designated
and more for customer, write off if
specific and scan for new
customers
New product  Poor planning, poor Both Ad hoc meetings, excessive
introduction communication overtime, price
throughout organization, modifications, new
poor execution, poor promotions, rescheduling
assumptions of manufacturing plans
Fraud and Poor government Both Fines, penalties, and
corruption oversight operating restrictions
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have a nasty habit of continually arguing about changes to pricing and
delivery dates and have a propensity to surprise suppliers with unplanned
or poorly communicated product promotions of the supplier’s products at
their stores.

When a customer surprises a supplier with a promotion of the supplier’s
product, the resulting demand tends to be at least three to four times the
forecasted level of sales, something that wreaks havoc on the supplier’s
supply chain. The typical approach to respond to this situation is to reallo-
cate product within the supplier’s bill of material to satisfy the promotion.
This approach tends to result in excessive overtime at the supplier, total
disruption of the supplier’s supply chain-planning processes, and aggra-
vation to other customers when their delivery promises are rescheduled.
And finally, if this risk is perpetuated, or becomes chronic at a supplier,
the outcome tends to be a reduction in customer relationships and ulti-
mately a loss of customers.

Product Risk. Poor product portfolio management is another important
aspect of this risk pillar. By far the largest risk in this category is product
failure and warranty issues. An example we all have witnessed over the
last couple of years is Toyota’s issues with braking systems, accelerators,
and massive product recalls. Automobile manufacturers run the num-
bers on their risks associated with product liability and warranty prob-
ably better than most manufacturers. Their risk appetite is usually quite
high and they utilize many diverse liability, tort, and warranty insurance
packages to mitigate those risks. However, continued product recalls,
regardless of the industry, can lead to customer loss, fines, penalties, and
potential bankruptcy. Witness what has happened at General Motors.

One of the most difficult elements in this pillar is new product introduc-
tion. Forecast error for products continually produced and sold to cus-
tomers can become as large as 40% for a given product. Forecast error and
the impact on the company of poorly launched new products can be even
more dramatic. We mentioned this aspect of demand management and
supply chain management in Chapter 4. Poor assumptions for poor plan-
ning and poor communications relative to new product launches can be
devastating. An example is the growth of Apple’s iPhone and Samsung’s
Galaxy products at the expense of Blackberry’s product portfolio.

There are traditional approaches to mitigate product-planning risks
including collaborative planning, forecasting, and replenishment (CPFR)
tools that provide a vehicle for demand collaboration between suppliers



134 « Supply Chain Risk Management: An Emerging Discipline

and customers. CPFR is utilized in the consumer packaged goods and
retail industries. The sales & operational planning (S&OP) process acts
as a framework to assist companies in their efforts to balance supply with
demand to minimize surprises and maximize profits for the entire enter-
prise. We will discuss these in more detail in Chapters 9 and 12.

Logistics Risk. In this risk pillar, logistics relates to outbound mate-
rial that perhaps goes to a final assembly/package partner, a distribution
or warehouse, or the final customer. Most of the logistical discussion we
engaged in within our supplier risk segment applies in this arena as well.
Most manufacturers do not maintain their own truck, barge, rail, or ship
fleet. As mentioned earlier, thousands of 3PL companies will haul freight
better, faster, and cheaper than most manufacturers. One nuance is the
approach that utilizing 3PLs to deliver finished goods to customers is a
form of risk mitigation due to better performance, or if contract verbiage
with that carrier includes sharing or pooling of the risk in case of an acci-
dent. In the chemical industry, contracts specify not only what we call
service level agreements (SLAs) but also language that shares the liability
risk of an accident with both parties. This has been a traditional remedy
to improve service deliveries, reduce the cost of transportation, maximize
profits, and minimize risk.

Process Risk

In this risk pillar, which a cursory glance at Table 7.3 reveals to be exten-
sive, the risks are inherently positioned within an organization. Another
way to think about this is that the organization has better control of these
risks because they occur within their own domain. The frequency of occur-
rence and the remedies many organizations utilize to solve these issues lie
within their own four walls. Our categories for this risk pillar discussion
will be known or hard risks, unknown or soft risks, and chronic risks that
can arise within a company’s four walls.

Known Risks. These are risks that are measurable and can be planned
for. Known risks, also called hard risks, include process breakdowns,
poor material, poor quality control, criminal activity, poor and unreli-
able systems, and failure of a company’s facilities and assets. Known risks
from Table 7.3 could include manufacturing yield, capacity, information
delays, systems, receivables, payables, inventory, and planning. Most of
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Process Risk Cause Horizons Traditional Remedies
Manufacturing ~ Equipment failure, Operational ~ Reschedule run, cut into
yield material issues, human existing capacity plan

error
Capacity Equipment failure, poor Both Reschedule runs,
performance, poor reschedule deliveries,
communications, poor possible use of
planning contractors
Information Poor planning, Both Backup systems, ad hoc
delays inadequate systems, meetings, extreme
outages overtime
Time delays All of the above and Both Ad hoc meetings and
below excessive overtime
Disruption Labor issues, systems, Both Ad hoc meetings and
material, inbound excessive overtime
material, natural
disaster or act of God
Systems Outages, terror, hackers, Both Backup systems, ad hoc
internal errors meetings, vendor
outreach and excessive
overtime
Receivables Poor execution, poor Both Phone calls, e-mails, faxes,
contract verbiage, poor visits and possible
relationships, customer collection agencies
financial issues
Payables Cash flow issues Both Phone calls, e-mails, visits
in-house, cash flow and possible contract
strategy, poor renegotiations
relationships with
suppliers, poor supplier
performance
Inventory Forecast error, product Both Excessive safety stock,
life cycles, poor write-downs and
planning systems, poor write-offs
supply chain
management execution
Intellectual Outsourcing, contractors, Both Vertical integration,
property partnerships, and contract verbiage, fines

espionage

and penalties

continued
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TABLE 7.3 (continued)

Process Risks

Process Risk Cause Horizons Traditional Remedies
Human/ Operator issues, fraud, Both Process revalidation,
process error corruption, systems employee reeducation,
breach law suites/or discharge
Planning Inadequate systems, Both Systems upgrades,
inadequate training, reeducation, additional
poor supervision, poor collaboration, and
management style metrics of success
Product failure ~ Poor material, poor Both Enhance communications,
quality control, poor customer visits, supplier
communication, poor visits, contract
management oversight renegotiations
Equipment Poor maintenance Both Perform assessment,
failure schedules, operator revalidation of alternative
error, material issues, equipment/routings,
component failure vendor visits in-house
Organizational ~ Poor performance, poor Both Ad hoc meetings,
management communication